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Policy Name: Policy Overview

Policy Number: 411

Policy Owner: IT Services
Adopted Date: March 23, 2021
Effective Date: March 23, 2021
Date Last Amended: November 16, 2021
Date Last Reviewed: November 16, 2021
PURPOSE

The purpose of the policy is to outline the Information, Security, and Technology Policies
for Wheatland County. These policies will act to consolidate related Information
Technology policies into categories for ease of use by employees and approved third
parties.

The policy categories are:

4.1 — Overview and Commitment
4.2 — Acceptable Use and Individual Responsibility

4.3 — Asset Management Policy

The policy will:

Provide guidelines and use requirements to all users with access to Information
Services.

Increase user understanding and adherence to policies to help protect both the
employees and the organization from potential harm that may arise from misuse of
information, documents, and data/technology.

Outline the expectations set by the organization for all employees who access
information, documents, or data, or those who are requesting assistance or using
Information Technology assets.

Adhere to all laws and regulations (Federal and Provincial).

Ensure the integrity and the quality of information, documents, data, and technology
infrastructure.



DEFINITIONS

“Employee/s” unless otherwise stated, includes full-time, part-time, seasonal
employee/s, elected officials, contractors, approved third party vendors, and service
providers.

“Information Services” encompasses the support, delivery and sustainment of
technology, software, information, and human skills, that directly or indirectly produces,
manipulates, supports or stores information in digital or physical mediums. This
information is utilized by the organization to assist in its decisions, records and
organizational efficiency.



Policy Name: Organizational Commitment

Policy Number: 4.1.2

Policy Owner: IT Services
Adopted Date: March 23, 2021
Effective Date: March 23, 2021
Date Last Amended: N/A

Date Last Reviewed: N/A

ORGANIZATIONAL COMMITMENT

Information Technology (IT) Services commits to providing effective Information
Technology software, hardware and support.  Additionally, it commits to provide the
means of robust information management in the form of digital and physical media such
as databases, information management tools, files and records, as required by Wheatland
County employees.

Information governance is the partnership in which IT Services and Enterprise Content
Management collaborates to ensure a cohesive set of procedures, policies and tools can
be used to better the flow of information. This partnership commits to working towards
transparency, security, and business automation ultimately resulting in available, user-
friendly services for residents and employees of Wheatland County.

IT Services policies, through Enterprise Content Management, will protect information,
documents, and data throughout its lifecycle. This includes, but is not limited to, official
business information, retention schedule, naming conventions, and conversion and
transition from physical to digital information.

This policy will act to provide a foundation for the automation of business workflows while
ensuring the availability of technology that is mobile. These functions will allow Wheatland
County employees to effectively work on-site or remotely.

The availability and protection of information, documents, and data is a partnership
between IT Services and the employees of Wheatland County. This policy provides
guidance on how to access and use technology and information, documents, and data
necessary to their functional responsibility as well as how to secure information,
documents, and data against internal or external threats.



MANAGEMENT COMMITMENT

Management encourages the on-going improvement of technology and business
automation that supports employees in fulfilling their obligations for the betterment of
service to Wheatland County residents. Moreover, the continuous improvement of
Information Services is paramount in maintaining efficient and effective communication
between Wheatland County, its employees, and residents.

IT Services’ will promote, support, and ensure compliance of policies outlining the
implementation of procedures that work towards the security of digital information,
documents, and data. Additionally, IT Services will advance technology and improve
service levels to reduce risk and liability of data breaches or loss of information,
documents, or data. Finally, IT Services will assist employees in the identification of data
sets, ensuring they have a single point of access for information which allows them to
make decisions based on complete and accurate business information.

DEFINITIONS

“Enterprise Content Management” is a discipline; a set of defined processes, strategies
and tools that enables a business to effectively obtain, organize, store and deliver critical
information to its employees, business stakeholders and customers.

REFERENCES

e |SO/IEC 27001:2013 Information Technology — Security Techniques — Information
Security Management Systems — Requirements

o IS0 15489-1:2016 Information and Document — Records Management Part I:
Concepts and Principles

e CAN/CGSB 72-34:2017 Electronic Records as Documentary Evidence



Policy Name: Overview

Policy Number: 4.21

Policy Owner: IT Services
Adopted Date: March 23, 2021
Effective Date: March 23, 2021
Date Last Amended: N/A

Date Last Reviewed: N/A

PURPOSE

This policy exists to provide an overarching user guideline to employees with access to
Wheatland County’s Information Technology. Guidelines surrounding acceptable use and
individual responsibility will protect the organization and its employees from potential harm
from misuse of the County’s Information Technology systems and/or information,
documents, or data.

This policy will:
* Protect employees and residents of Wheatland County.

e Clearly outline expectations of employees when using information, documents, or
data and technology assets.

e Adhere to laws and regulations (Federal and Provincial).
* Maintain the integrity and quality of the Information Technology infrastructure.
POLICY

When accessing the information, documents, or data and technology infrastructure,
employees must adhere to this policy. This policy applies to both in-house and remote
access of the technology infrastructure.

On an annual basis, employees are required to read the Information, Security and
Technology Policy Section 4.2 and all its policies and sign the “ACCEPTABLE USE AND
INDIVIDUAL RESPONSIBILITY POLCY AGREEMENT FORM.”

Information Services covered by this policy include, but are not limited to:

¢ Data network,



Desks and desktop computers,

Remote access,

Removable storage,

Mobile devices (e.g. cellphones, tablets, etc.),
E-mail,

Instant messaging,

Information security,

Application and software installations, and

Internet.

Unacceptable use includes, but is not limited to:

Emailing, texting, or messaging inappropriate messages about another employee
or resident of the County or the County itself,

Intentionally downloading, receiving, archiving or distributing materials that are
offensive, pornographic, sexually explicit, etc.,

Downloading pirated software or data (e.g., movies or books) or streaming from
pirated sites,

Using Tor, the dark web, downloading torrents, or using any non-sanctioned VPN
Or proxy services,

Knowingly disabling or overloading the technology infrastructure,

Overusing internet bandwidth for personal use by uploading or downloading
multiple, simultaneous large files,

Downloading or uploading files that may contain viruses, malware, ransomware,
etc,,

Circumventing technology infrastructure security, and

Adding personal / non-authorized networking equipment, storage devices,
computers, or mobile devices to the private or internal networks of the County.

This policy applies to all County employees, council, contractors, and approved third
parties.

In the event that an approved third party or a contractor is permitted to access Wheatland
County’s Information Services they will be provided with a copy of this policy and the
accompanying “ACCEPTABLE USE AND INDIVIDUAL RESPONSIBILITY POLICY
AGREEMENT FORM.” Any third party or contractor found violating this policy will be
investigated and may be found in breach of their contract.



All employees will be required to read and sign the “Information Technology Policy Form”
to be provided with access to the technology infrastructure, information, documents, and

data.

New and returning employees will read the policy and sign the “Information Technology
Policy Form” to be provided with access to the technology infrastructure, information,
documents, and data.

A synopsis of each Acceptable Use and Individual Responsibility item is listed below:

The “Clean Desk and Clear Screen” policy outlines the responsibility of
employees working on County property to keep their desk clear, ensure the lock up
of hardcopy information, documents, or data and the locking of computer screens
when exiting offices or workspaces.

The “Email” policy outlines how corporate email accounts are to be used. This
policy also includes a list of activities employees cannot use email for.

The “Internet usage” policy outlines acceptable use of the internet by employees
or approved third parties. The primary purpose of the internet is to assist in locating
information (e.g. addresses, information on organizations, and using approved
cloud services, etc.).

The “Instant Messaging” policy outlines how employees can use instant
messaging within the organization.

The “Remote Access” policy outlines how employees can work remotely and their
responsibility in accessing and protecting the organization's information,
documents, and data.

The “Removable Storage” policy outlines what is considered removable storage
and that any information, documents, or data held on a removable storage device
to be encrypted prior to being removed from the facilities.

The “Password” policy outlines password requirements and how to create strong
passwords for accessing the technology infrastructure, applications, software, and
protect information, documents, or data from being illegally accessed either
internally or externally.

The “Individual Responsibility to Information Security” policy outlines the role
employees have regarding information security. This is a partnership between IT
Services and employees to ensure that all information, documents, and data are
held and handled securely.

The “Software Downloading & Installation” policy outlines IT requirements on
how employees can make requests to have software or applications installed on
their desktop computer, tablets, or other mobile devices. All software and
application downloads are to be approved and downloaded by IT Services.



e The “Mobile Device” policy outlines IT requirements on how employees request
access to use personal cellphone or request a corporate cellphone. Employees
require supervisor and IT Services approval.

e The “Third-Party Access, Non-Disclosure, and Responsibility” policy outlines
services and access provided to approved third parties. This includes a Non-
Disclosure Agreement (NDA).

e The “Acceptable Use and Individual Responsibility Agreement Form” will
require annual review and sign-off by employees to acknowledge that they agree
to follow the Wheatland County Acceptable Use policies.

REFERENCES

e Addendum to Policy 4.2 — Acceptable Use and Individual Responsibility Policy
Agreement Form.


https://teams.microsoft.com/l/file/7984CB02-70AF-4F68-8FF3-F276BD1011FA?tenantId=b82ab566-ccfd-4c1b-b9c4-0dfc74368549&fileType=docx&objectUrl=https%3A%2F%2Fwheatlandcounty.sharepoint.com%2Fsites%2FInformationServices%2FShared%20Documents%2FInformation%20Technology%2FIT%20Directives%2FCompleted%20Drafts%2FReasonable%20Use%20Directive.docx&baseUrl=https%3A%2F%2Fwheatlandcounty.sharepoint.com%2Fsites%2FInformationServices&serviceName=teams&threadId=19:fa5f85b53a6d4a4e98d69560c43b9bf8@thread.skype&groupId=ea63660a-e57f-4d02-a10b-7f785f8fa6f5

Policy Name: Organizational Commitment

Policy Number: 4.1.2

Policy Owner: IT Services
Adopted Date: March 23, 2021
Effective Date: March 23, 2021
Date Last Amended: N/A

Date Last Reviewed: N/A

PURPOSE

The purpose of this policy is to establish requirements for maintaining a “clean desk” and
a “clear screen.” A “clean desk” is a desk that is free of visible or easily accessible
sensitive or critical information. A “clear screen” is the digital version of a clean desk, in
that your computer screen is not left showing sensitive or critical information when you are
not present.

Sensitive/critical information such as personal passwords, personal or employee salary
information, or business documents that are deemed confidential must be secured in
locked areas. This information must be kept out of reach and sight while offices are
unattended, or when any third parties or other employees are in the office. Risks of security
breaches (e.g., loss, missing or stolen information, documents, or data) is, therefore,
minimized.

POLICY

The goal of the Clean Desk and Clear Screen Policy is to improve the security, privacy,
and confidentiality of the organization.

This policy applies to all spaces where County information can be accessed such as
offices, desktops, mobile devices, removable storage devices, software, offsite/onsite
shared or personal workspaces (when working from home), or offices.

Employees and contractors must ensure that all sensitive and confidential information,
documents, or data, whether digital, paper, removable storage media, or hardware is
properly secured and protected from unauthorized view by employees, visitors, third-party
vendors, or contractors.

To minimize risk of unauthorized access, loss, theft and damage to information,
documents, data, hardware, and software, all county devices or devices approved for



“Bring Your Own Device” (BYOD) must always be software locked, whereby a password
or pin is required to re-access the device.

Instructions
Windows PC: *Windows Key + L key to lock a Windows PC.

Mobile Devices: Mobile devices can be locked by turning the screen off. Re-entry to the
mobile device must be secured by a password or pin.

Offices: Offices or desks where drawers or cabinets house sensitive or confidential
information should always be locked, and keys supplied to authorized employees only.

This policy applies to employees, approved third parties, and contractors when working on
Wheatland County-owned premises, remotely, or in other locations owned or operated by
the organization (e.g., fire halls, maintenance shops, water treatment plants, etc.).



Policy Name: Email

Policy Number: 4.2.3

Policy Owner: IT Services
Adopted Date: March 23, 2021
Effective Date: March 23, 2021
Date Last Amended: August 12, 2025
Date Last Reviewed: N/A

PURPOSE

The purpose of the policy is to set out the acceptable use of Wheatland County corporate
electronic mail (email).

POLICY

Email is an integral part of conducting business for the organization and has become the
primary method of communication between both internal stakeholders and external
organizations. The misuse or abuse of email can negatively impact the organization, its
employees, its third-party vendors, or its contractors. This misuse or abuse can result in
reduced productivity for those involved or a negative representation of the organization.

Employees or contractors that have been provided Wheatland County emails are to use
corporate email only where the use supports the goals and objectives of the organization.

Employees should be aware that e-mails are subject to Access to Information Act (ATIA)
and Protection of Privacy Act (POPA) requests.

When employees, third-party vendors, and contractors are using corporate email they
must ensure they:

e Comply with current legislation (Federal and Provincial),

e Use corporate email in an acceptable manner, and in adherence with Human
Resources Policy Section - 6.1 Code of Conduct, and

¢ Not create unnecessary business risk to the organization by misuse of corporate
email.



Unacceptable Use:

Users must not post, transmit, or otherwise distribute materials which is unlawful,
harassing, libelous, discriminatory, defamatory, racial, profane, abusive,
threatening, harmful, vulgar, obscene, sexually suggestive, hateful, invasive of
another’s privacy, or otherwise objectionable,

Users must not distribute or provide access to information, documents or data which
is protected by copyright or other intellectual property rights, without
attribution/permission to the rights of the holder(s),

Posting, transmitting, or otherwise distributing messages constituting "spam"
including unsolicited non-work related e-mail messages, phishing emails, malware
distribution, inappropriate postings to news groups, false commercial messages,
junk mail, and chain mail,

Distributing confidential information, documents, or data belonging to the
organization without appropriate authorization and applicable redaction, or
providing access to personal information, as defined in the Access to Information
and Privacy Act, except in accordance with proper authorization under that
legislation,

Engaging in any activity which, regardless of the purpose, constitutes appropriation
of another person’s identity,

Communication in support of partisan political purposes including, but not limited to
statements, opinions, or solicitations,

Users must not indicate affiliation with the organization without appropriate
authorization, and

Conducting personal and/or personal external business (enterprise) over County
supplied email.

REFERENCES
o Human Resources Policy Section 6.1
. Government of Canada, Access to Information Act

o Government of Canada, Privacy Act



Policy Name: Internet

Policy Number: 4.2.4

Policy Owner: IT Services
Adopted Date: March 23, 2021
Effective Date: March 23, 2021
Date Last Amended: N/A

Date Last Reviewed: N/A

PURPOSE

The purpose of this policy is to provide Wheatland County employees guidance on
acceptable use of the internet. This policy will outline the impact that inappropriate use of
the internet can have on shared technology resources and to provide clarity on related
security matters.

POLICY

The internet is a valuable tool that is made available to employees to assist in fulfilling their
functional responsibilities and obligations to the organization.

To ensure that policies are followed, and to ensure the highest level of security possible,
the County will monitor internet traffic and browsing history while logged into the network.
Websites that are deemed as a high security threat (e.g., pornography, pirating, or
gambling) will automatically be blocked. In some cases, frequency of attempting to access
these types of websites may be reported to IT Services.

Acceptable Use:

e Employees must ensure they use the internet in an acceptable manner in
adherence with Human Resources Policy Section - 6.1 Code of Conduct,

e To accomplish job responsibilities and the core responsibilities or goals of the
organization,

e To communicate with work-related professional contacts,
e To improve familiarity with the range and depth of the information on the internet,

e To pursue personal development through learning,



To distribute and make available information to employees with approved internet
tools,

Using the internet for personal use, namely during breaks, and within reason,
provided that such use does not interfere with the performance of regular duties,
obligations, or breach business professionalism, and

Within the constraints of any mobile data plan.

Unacceptable Use:

Conducting illegal activities that includes copying and sending confidential or
proprietary information or software that is protected by copyright and other laws
protecting intellectual property, and maliciously or knowingly spreading viruses or
malware. lllegal activities may be reported to the RCMP for investigation,

Accessing websites supporting hate, pornography, gambling, excessive shopping
or auctions, investments or stock trading, gaming, espionage and terrorism, theft,
or drugs, unless accessing such sites is a requirement of your job responsibilities
and such access is authorized by management,

Transmitting, sharing, or downloading material that is discriminatory, defamatory,
harassing, insulting, offensive, pornographic, or obscene, and

Participating in activities regarding the preparation or distribution of content that
could damage the County’s image or reputation.

REFERENCES

Human Resources Policy Section — 6.1 Code of Conduct



Policy Name: Instant Messaging

Policy Number: 4.2.5

Policy Owner: IT Services
Adopted Date: March 23, 2021
Effective Date: March 23, 2021
Date Last Amended: August 12, 2025
Date Last Reviewed: N/A

PURPOSE

The purpose of this policy is to set out the acceptable use of corporate instant messaging.
POLICY

Employees are provided the use of Wheatland County supplied internal chat systems and
mobile text messaging (SMS) capabilities to facilitate instant messaging between
individuals within, and outside of, the organization in a secure way.

Wheatland County will provide employees with access to secure instant messaging
platforms approved by the County to protect the business information being shared
amongst staff. Instant messaging clients that exist outside of Wheatland County approved
applications may not provide sufficient authentication of the parties involved in the
conversation, resulting in a risk exposure to Wheatland County employees. When using
non-County approved applications, employees may not be assured that they are
communicating with who they think they are (the individual may not be who they are
claiming to be) or in a secure manner. For this reason, it is encouraged that Wheatland
County employees only utilize County-approved instant messaging platforms when
discussing County-related business.

Employees are not permitted to download Facebook Messenger, Yahoo! Messenger, AOL
Instant Messenger, MSN Messenger, Google Talk, etc. on any corporate-owned device or
use any non-County approved instant messaging services for business communication. If
any messaging software is discovered on a corporate device, it will be automatically
deleted by IT Services and disciplinary action may be taken.

The exception to this policy is if an approved/trusted third party hosts a virtual meeting and
needs to use their own software such as GoToMeeting, Zoom, etc. or the role permits the
use of other tools such as Facebook, Instagram, and Twitter instant messaging for
corporate communications to the public.



Employees should be aware that instant messages and conversation threads regarding
any Wheatland County business, regardless of the service, are subject to Access to
Information Act (ATIA) and Protection of Privacy Act (POPA).

Acceptable Use:

e Instant messaging services must be used in an acceptable manner, and in
adherence to Human Resources Policy Section - 6.1 Code of Conduct, and

e As outlined as an acceptable use in Information, Security, and Technology Policy
Sections 4.2.3 & 4.2.4.

Unacceptable Use:
e« Communications consisting of non-public or confidential information,

e Communications utilized in such a manner as to qualify as “excessive personal use”
and that interfere with the functional responsibilities, tasks, and projects of
employees, and

e As outlined as unacceptable in Sections Information, Security, and Technology
Policy Sections 4.2.3 & 4.2.4.

REFERENCES

¢ Human Resources Policy Section 6.1 — Code of Conduct
¢ Information, Security, and Technology Policy Sections 4.2.3 & 4.2.4



Policy Name: Remote Access

Policy Number: 4.2.6

Policy Owner: IT Services
Adopted Date: March 23, 2021
Effective Date: March 23, 2021
Date Last Amended: N/A

Date Last Reviewed: N/A

PURPOSE

The purpose of this policy is to outline the responsibilities of Wheatland County employees
when remotely connecting to the technology infrastructure of the County.

POLICY

Wheatland County employees are only permitted to perform County business via remote
access upon authorization by IT Services.

Remote access allows employees to connect with computer desktops, cloud
applications/services, or servers from alternative locations using corporate laptops,
personal computers, smart phones, tablets, etc.

When remotely accessing the County’s network, employees will use a VPN (Virtual Private
Network) gateway sanctioned by IT Services with an authentication code provided to users
at the time of signup. When connecting remotely from any device in this manner,
employees will have the same access rights as if they were in the office and, therefore, it
is important to ensure their location and devices are secure.

All County policies apply to employees when working remotely and accessing Wheatland
County computer desktops, servers, or cloud applications/services.

Failure of employees to adhere to this policy will result in remote access rights being
revoked by IT Services and other disciplinary action as applicable.



Policy Name: Removable Storage Devices

Policy Number: 4.2.7

Policy Owner: IT Services
Adopted Date: March 23, 2021
Effective Date: March 23, 2021
Date Last Amended: N/A

Date Last Reviewed: N/A

PURPOSE

The purpose of the policy is to minimize and mitigate the potential loss of information,
documents, or data removed from Wheatland County facilities on removable storage
devices. Removable storage devices limit the County’s ability to control its location, thus
making its access a risk. Additionally, this policy will act to reduce the risk of acquiring
malware infections on the County’s technology infrastructure using removable storage
devices.

POLICY

This policy applies to all removable storage devices that employees use to download
information, documents, and data from the technology infrastructure and County buildings.

Removable storage devices are defined as “a portable readable and/or writable device (or
mediums) by which end users can transport information between computers.”

Types of removable/portable storage devices include:
e Flash drives (USB sticks/thumb drives, SD cards),

e Devices with imbedded storage such as loT devices, MP3 players, cameras,
“Fitbits”, and mobile phones,

e Removable or internal hard drives or Solid-State Drives (SSD), and
e Optical disks such as CD’s, DVD'’s, and BlueRay disks.

Prior to sharing information, documents, or data on a removable storage device with other
organizations or with each other, it is preferred that employees use approved
secure/encrypted cloud storage and sharing systems such as Laserfiche, OneDrive or



SharePoint, whereby employees and IT Services have control over access, security, and
permissions to the information.

If a portable storage device must be used, all removable storage devices being sent to
other organizations with any non-public information must be encrypted and protected with
a secure password"). Employees are responsible for the information, documents, or data
on the removable storage device.

Lost or stolen removable storage devices are to be reported immediately to IT Services.
Depending on the type of information, documents, or data on the removable storage
device and whether the device is encrypted, could be considered a data breach.

Employees are prohibited from connecting any portable storage device into a corporate
computer if employees are unaware of its origin and/or the origin is untrusted. If a storage
device origin is unknown or untrusted, employees must turn in the device to IT Services
or Records Management for safe discovery and retrieval of information.

The information, documents, or data on the removable storage device can only be shared
with the individual identified as the device recipient. Sharing the information, documents,
or data with anybody else is in violation of the Information, Security, and Technology
Policy.

Retrieval of a file, applicable to any records retention, that originates on a portable storage
device must be saved in an appropriate file server or Laserfiche for proper retention. The
device is to be cleared of its original information.

PROCEDURE

()" Turning on Device Encryption:
https://tech.wayne.edu/kb/security/computer-device-security/26186



https://tech.wayne.edu/kb/security/computer-device-security/26186

Policy Name: User Accounts and Passwords

Policy Number: 4.2.8

Policy Owner: IT Services
Adopted Date: March 23, 2021
Effective Date: March 23, 2021
Date Last Amended: N/A

Date Last Reviewed: N/A

PURPOSE

The purpose of this policy is to set requirements for maintaining secure accounts and
passwords for access into mobile devices, systems, servers, applications, or cloud
services under Wheatland County’s corporate domain.

POLICY

The organization recognizes that information, documents, data, and anything else that can
be considered corporate resources, are valuable. It is important that access to these
resources is limited to those individuals within the organization who have a legitimate
reason for access and are approved as such. The County must also protect information
from being illegally accessed, either internally or externally, by parties not approved for
access.

The creation of passwords or pins provides authorized access through accounts to
devices, networks, application, and software. Passwords combined with additional security
measures such as multi-factor authentication significantly limits the possibility of others
gaining access to data held on internal or external sources should the password be
breached.

Passwords must:
e Be changed as soon as possible upon issuance for the first use,
e Be securely transmitted to individuals by administrators,
* Never be shared with another individual,

¢ Never be requested from one employee of another employee,



¢ Never to be written down and then left in a location easily accessible to others in an
open or unlocked location,

¢ Not be stored in a web browser’s password manager in any publicly accessible PC
but can be stored in a secure password management system,

¢ Never be stored in Word, Excel, or any other unencrypted file on a computer, mobile
device, or network, and

e Enable or use multi-factor authentication where possible, or required.

Accounts may be locked out after multiple attempts to login with an incorrect password.
The number of attempts allowed is dependent on the application or software.

Systems and applications may request passwords to be changed, and new passwords
must comprise of upper-case characters, lower-case characters, numbers, and symbols.
It must not include usernames, first name or last names of the account holder, and have
a level of length and sophistication that cannot be easily guessed.

Compromised passwords or user accounts must be reported to IT Services and the
breached password must be replaced with a new password as soon as possible.

If an account is shared (i.e., group/service accounts), and where more than one user is
able to access the same account, passwords are to be changed when any user that had
access to that account leaves the organization. This procedure must be done at the
earliest opportunity by the manager of the group sharing the account, and then the
password redistributed to the group securely. When a user (employee, contractor, or
vendor) leaves the organization, a request must be sent by Human Resources or the
supervisor of the user to have accounts to various systems disabled for security reasons.

Employees found intentionally attempting to gain access to accounts or secure data
(hacking, sharing account information without approval, or holding for ransom any account
or data) without Human Resources and/or Senior Management approval may be grounds
for immediate termination.



Personal Responsibility to Information

Policy Name: Security and Access
Policy Number: 4.2.9

Policy Owner: IT Services
Adopted Date: March 23, 2021
Effective Date: March 23, 2021
Date Last Amended: N/A

Date Last Reviewed: N/A

PURPOSE

This policy outlines employee responsibilities regarding security of information,
documents, and data.

POLICY

Employees have a responsibility to maintain confidentiality and protect information of
documents and data stored on technology, desks, in filing cabinets and other physical file
storage facilities.

As a function of their role, employees are granted access to information, documents, and
data. This access allows employees the right to:

Access only to information, documents, and data for which there is a business need
and to carry out job responsibilities, and

Disseminate information, documents, or data to others who have a need-to-know
and have the approval to view or edit such information.

Employees are required to:

Report file access privileges that are incorrect to IT Services,

Report any actual or suspected vulnerabilities in the confidentiality or integrity of
the technology infrastructure or filing systems to IT Services,

Report suspected breaches in the information, documents, or data,
Not disable firewalls and/or anti-virus and/or security technologies etc.,
Not leave confidential files outside a secure space,

Protect access to accounts and passwords,



Accept responsibility for user accounts,
Maintain confidentiality of information, documents, and data,

Complete assigned information security training and maintain knowledge about
information security as it pertains to passwords, files, account access, phishing
scams, social engineering, malware, and zero day/ransomware, etc., how they
occur, and how to avoid security breaches and apply learnings to daily use of the
County’s technology and information with extreme diligence,

Perform all responsibilities necessary to protect information, documents, or data
when transferring information, documents, or data to a removable storage device
or cloud storage service,

Maintain physical security of personal assigned access badges, any assigned fobs,
keys, access codes to facilities, alarm codes, technology, assets, consumable
resources, and vehicles,

Help ensure no unauthorized persons enter the County secured areas without
permission or through access assignment by administration, who provide access to
facilities based on the level of temporary access required,

Ensure visitors (with visitor access granted) have visitor badges and are always
accompanied while in secure areas of the County’s facilities, and

Ensure visitors with re-entry capabilities such as contractors have signed the Non-
Disclosure Agreement and third-party access agreement at the time of contract
signing and have been granted a re-entry visitor badge for each day they are
required to be onsite.



Policy Name: Software and Installations

Policy Number: 4.2.10

Policy Owner: IT Services
Adopted Date: March 23, 2021
Effective Date: March 23, 2021
Date Last Amended: N/A

Date Last Reviewed: N/A

PURPOSE

This policy outlines permitted downloading and installing of software by employees on
corporate devices.

POLICY

Installation of unauthorized software accessed on the Internet or uploaded from a
removable storage device can introduce serious, fast-spreading security vulnerabilities.
Unauthorized software, even those seemingly provided by reputable vendors and trusted
companies, can introduce viruses and Trojan programs that aid attempts to illegally obtain
or hold for ransom, sensitive, proprietary, data, and confidential information documents.

Protecting the organization's technology infrastructure, information, documents, and data
from unauthorized access and guarding against information, documents, or data breaches
or loss is of paramount importance.

Employees are not permitted to download or install unapproved software. If software is
required for the use of conducting day-to-day business, a request must be initiated to IT
Services to review the software’s integrity and approve or deny its use. Once it is approved
for use, the software will be available on the software library and subsequent installs can
happen with a request to IT Services.

IT Services will automatically delete any unapproved software found on desktop
computers or portable devices.

Software acquired through illegal means will not be approved for install. Software or files
such as torrents, TOR, VPN Masking, Block Chain, Dark Web applications, worms,
malware, keyloggers, cracked software, or other obscure software shall not be installed or
used on Wheatland County corporate networks or storage devices for any reason, unless



required and approved as necessary for duties of particular roles, such as law enforcement
or data investigation.

Software or cloud solutions must be accompanied by a valid purchase agreement and
licence. IT Services holds the right to reject any software or cloud solutions purchased or
subscribed to that has not been reviewed and approved by IT Services and/or does not
meet internal software/solution selection criteria.



Policy Name: Mobile Devices

Policy Number: 4.2.11

Policy Owner: IT Services
Adopted Date: March 23, 2021
Effective Date: March 23, 2021
Date Last Amended: N/A

Date Last Reviewed: N/A

PURPOSE

Wheatland County grants, securely and at its discretion, certain employees the ability to
use mobile devices for the purposes of conducting County business. It may also grant the
privilege of using an approved personal device in lieu of being provided an additional
County owned device, approved at the discretion of management.

POLICY

This policy applies to any corporate owned mobile device or Bring Your Own Device
(BYOD) that has been approved for business use, and any other County device that is
allowed to enter or leave County facilities and used in personal or in public locations.

The County policies extend to the device that has left the premises, including the networks
it connects to, the location, and potential access to the device by non-Wheatland County
parties.

To be granted the ability to use a mobile device to conduct County business, additional
approval and agreement forms are required.

For domain connected laptops, and/or corporate phones, the Mobile Device Approval
Form (Addendum to Information, Security, and Technology Policy Section 4.2.11), and the
Corporate Device Agreement Form (Addendum to Information, Security, and Technology
Policy Section 4.2.11.2) are required.

For BYOD Android or Apple mobile phones and/or tablets, Mobile Device Approval Form
(Addendum to Information, Security, and Technology Policy Section 4.2.11) and BYOD
Device Agreement Form (Addendum to Information, Security, and Technology Policy
Section 4.2.11.1) are required.



REFERENCES

¢ Information, Security, and Technology Policy Section 4.2.11

¢ Information, Security, and Technology Policy Section 4.2.11.2

¢ Information, Security, and Technology Policy Section 4.2.11.1

e Addendum to Policy 4.2.11 — Mobile Devices — Mobile Device Approval Form

DEFINITIONS

“BYOD” or “Bring Your Own Device” is a personal mobile device that has also been
authorized and setup securely with a corporate profile for County business use.



Mobile Device — Bring Your Own Device

Policy Name: (BYOD)

Policy Number: 4.2.11.1

Policy Owner: IT Services
Adopted Date: March 23, 2021
Effective Date: March 23, 2021
Date Last Amended: August 12, 2025
Date Last Reviewed: N/A

PURPOSE

The County grants, at its discretion, certain employees the privilege of opting to use
personal smartphones and/or tablets at work for the purposes of County business. The
Bring Your Own Device (BYOD) option is available instead of being provided a County-
owned device.

POLICY

This policy is intended to protect the security and integrity of Wheatland County’s data and
technology infrastructure. Limitations to the ability to use the BYOD program may occur
due to unforeseen variations in compatible devices, the device does not meet security
standards, or depending on job-related risks, put unnecessary risk on the integrity of the
device etc.

County employees must agree to the terms and conditions set forth in this policy to be
able to connect their devices to the company network through a mobile device
management system.

Management reserves the right to revoke this privilege at any time if users do not abide
by the policies and procedures outlined below, or if their device no longer meets current
security standards. If BYOD access is revoked, IT Services may remove its software and
data off the personal device and may require an employee to use a County owned device
for the continued operation in an employee’s role.

Acceptable Use:

e Acceptable business use is defined as an activity that directly or indirectly supports
the business of the County,

e Acceptable personal use is defined as reasonable and limited personal
communication that namely occurs during beaks and within reason, provided that such



use does not interfere with the performance of regular duties, obligations, or breach
business professionalism,

Employees may be blocked from accessing certain websites on the corporate profile
of the phone or during business hours,

Devices may not be used at any time to:
e Store or transmit illicit materials,
e Represent the County in a negative way,

e Transmit proprietary information belonging to the County to another company on
non-business-related activity,

e Engage in outside business activities while on company hours,

* Used in an acceptable manner in adherence to Human Resources Policy Section
- 6.1 Code of Conduct, and

e As outlined as acceptable in Information, Security, and Technology Policy
Sections 4.2.3 & 4.2.4.

Any application not downloaded through a trusted authority such as Google Play,
Apple’s App Store/iTunes, or Microsoft Store is implicitly not allowed; any application
that could be deemed a security threat, hacking, explicit, or otherwise are not
appropriate in a business setting,

Employees may use their mobile device to access the following company-owned
resources: email, calendars, contacts, documents, VPN, remote desktop,
authentication, productivity applications, and any other applications that are posted on
the company portal, and

Wheatland County has a zero-tolerance policy for distracted driving, such as texting
or emailing while driving. Those who operate Wheatland County-owned vehicles or
those who are operating a personal vehicle for the purpose of conducting Wheatland
County business must abide by the Alberta Traffic Safety Act and ensure devices are
in hands-free mode while talking or navigating.

Devices and Support:

Smartphones and/or tablets are allowed, granted they are up to date and meet
minimum operating system requirements, storage, and device security standard.

Connectivity and company installed application issues are supported by IT Services;
employees should contact the device manufacturer or their carrier for operating
system or hardware-related issues.

Before accessing the network, devices must be enrolled into our device management
program for provisioning and configuration of standard apps, such as enroliment
profiles, network settings, office productivity software, and security tools.

Reimbursement:



The County will contribute $50.00 per pay period equating to a maximum of $100.00
per month, towards the cost of the mobile device plan. The County does not
reimburse costs of the mobile device itself or accessories.

All contributions towards the cost of the mobile device plan by the County will be
considered a taxable benefit.

The company will not reimburse employees for the following charges:
e Roaming,
e Phone or data plan overages,
* Accessories, or
e Damaged or hardware replacements.

Any damages to the device while on County business are at the risk and expense of
the employee.

Security:

To prevent unauthorized access, devices are required to have at the very least, a
strong 6 (six) digit pin in order to access the company network.

The device must lock itself if it is idle for more than 5 minutes.

After 5 failed login attempts, the device will lock. To regain access, IT Services must
be contacted.

Rooted (Android) or jailbroken (iOS) devices are strictly forbidden from accessing the
network. Attempting to do so will remove the employee from the BYOD plan.

Employees are automatically prevented from downloading, installing, and using any
app that is not authorized by a trusted provider within the work profile ecosystem.

Smartphones and tablets that are not on the company’s list of supported devices are
deemed unfit for corporate use and are not allowed to connect to the network.

Smartphones and tablets belonging to employees that are for personal use only are
not allowed to connect to the network.

Employees’ access to company data is limited based on user profiles defined by IT
Services and automatically enforced.

The employee’s device may be remotely wiped (factory reset — entire phone data
deleted) if:

¢ The device is lost,

e IT detects a data/security breach such as a virus originating from the device
or similar threat to the security of the company’s data and technology
infrastructure, or



e The employee is acting in a way that threatens the security or public integrity
of the County.

The employee’s device will have Wheatland County applications, email, and data
removed (wiped) from the device if:

e The employee’s employment has been terminated, or

e The employee’s role changes where applications or Wheatland data is no
longer required. Personal data, images, and videos will not be removed.

Risks/Liabilities/Disclaimers

While IT Services will take every precaution to prevent employee personal data from
being lost in the event that it must remote wipe a device, it is the employee’s
responsibility to take additional precautions, such as backing up email, pictures, data,
contacts, etc.

In the unlikely event a device is completely wiped, the County is not responsible for
any lost data.

Employees should be aware that communication regarding any County business,
regardless of the medium, are subject to Access to Information Act (ATIA) and
Protection of Privacy Act (POPA) requests.

It is recommended to not use SMS/instant messaging for decisions or discussions of
any substantial County business, whereby the message/s would be considered a
business record. If SMS was used, in the event of a ATIA and/or POPA request, it is
the responsibility of employees to submit unaltered screenshots of any County related
discussions, decisions or transactions conducted through SMS related to that request
or face a fine up to $50,000 per Section 95(2) of the Access to Information Act.

The company reserves the right to disconnect devices or disable services without
notification.

Lost or stolen devices must be reported to IT Services within 24 hours. Employees
are responsible for notifying their mobile carrier immediately upon loss of a device.

Employees are always expected to use devices in an ethical manner and adhere to
the County’s Acceptable Use Policy.

The County reserves the right to publish your personal phone number in the internal
company contact directories. This number, while stored in Office365, will not be given
out to any third party for non-County related business.

Employees are personally liable for all costs associated with their device.

Employees assume full liability for risks including, but not limited to, physical damage,
the partial or complete loss of company and personal data due to physical damage,
an operating system crash, errors, bugs, viruses, malware, device data wipe, and/or



other software or hardware failures, or programming errors that render the device
unusable.

e The County reserves the right to take appropriate disciplinary action up to, and
including, termination for noncompliance with this policy.

Your Privacy

IT Services cannot see the following on | IT Services can see the following on
your device: your device:

« Call and web history e Model

e Location e Serial Number, IMEI

« Email and text messages ¢ Operating System

e Contacts e Corporate Application Names

e Passwords e Owner

e Calendar e Device name

o Camera/Images / Files

REFERENCES

e Office of the Information and Privacy Commissioner of Alberta — BYOD
https://www.oipc.ab.ca/resources/subjects/bring-your-own-device.aspx

¢ Information, Security, and Technology Policy Sections 4.2.3 & 4.2.4.

e Access to Information Act (ATIA)

e Protection of Privacy Act (POPA)

e Government of Alberta, Traffic Safety Act

e Addendum to Policy 4.2.11.1 — BYOD Device Use Agreement Form

DEFINITIONS

“BYOD” or “Bring Your Own Device” is a personal mobile device that has also been
authorized and setup for County business use.


https://www.oipc.ab.ca/resources/subjects/bring-your-own-device.aspx

Mobile Device — Corporate (County

Policy Name: Issued)

Policy Number: 4.211.2
Policy Owner: IT Services
Adopted Date: March 23, 2021
Effective Date: March 23, 2021
Date Last Amended: August 12, 2025
Date Last Reviewed: N/A

PURPOSE

Wheatland County grants, at its discretion, certain employees the use of Wheatland
County smartphones, tablets and/or laptops for the purposes of conducting County
business. This policy outlines the expectations of employees when using mobile corporate
devices.

POLICY

This policy is intended to protect the security and integrity of Wheatland County’s data and
technology infrastructure.

County employees must agree to the terms and conditions set forth in this policy to be
permitted to use mobile corporate devices.

Management reserves the right to revoke this privilege at any time if users do not abide
by the policies and procedures outlined below, or if their device or use does not meet
current security standards.

Acceptable Use:

 The company defines acceptable business use as activities that directly or indirectly
support the business of Wheatland County.

e The company defines acceptable personal use on company time as reasonable and
during breaks or off hours and limited to personal email communication or recreation,
such as web surfing, streaming, reading, personal phone calls, or social media.

e Employees may be blocked from accessing certain websites during work hours/while
connected to the corporate network at the discretion of the County.

e Devices may not be used at any time to:

e Store or transmit illicit materials,



e Represent Wheatland County in a negative way,

e Transmit proprietary information belonging to the County to another company on
non-business-related activity,

e Engage in outside business activities,

e Used in an acceptable manner in adherence to Human Resources Policy Section
- 6.1 Code of Conduct, or

e As outlined as acceptable in Information, Security, and Technology Policy
Sections 4.2.3 & 4.2.4.

Employees may use their mobile device to access the following company-owned
resources: email, calendars, contacts, documents, VPN, remote desktop,
authentication, productivity applications, and any other applications that are posted on
the company portal.

Wheatland County has a zero-tolerance policy for distracted driving, such as texting
or emailing while driving. Those who have access to a Wheatland County corporate
device must abide by the Alberta Traffic Safety Act at all times while operating any
motor vehicle, and ensure the device is in hands-free mode while talking on it or
navigating with it.

Devices and Support:

Before accessing the network, devices must be enrolled into the County’s device
management program as a corporate owned device for provisioning and configuration
of standard apps, such as enrollment profiles, network settings, office productivity
software, and security tools.

Corporate devices are deployed with a standard manufacturer, operating system, and
support. IT Services follows standard device replacement lifecycles and will replace
or repair devices at its discretion.

To ensure accountability to our financial standards, device models are deployed to
employees based on risk and features required by role.

Security:

To prevent unauthorized access, telephone devices are required to have at the very
least, a strong 6 (six) digit pin in order to access the company network.

The device must lock itself if it is idle for more than 5 minutes.

After 5 failed login attempts, the device will lock. In order to regain access, IT Services
must be contacted.

Attempting to root (Android) or jailbreak (iOS) a corporate owned device may result in
disciplinary action and removal of mobile device privileges.

Employees are automatically prevented from downloading, installing, and using any
application that is not authorized by a trusted provider.



Employee’s access to company data is limited based on user profiles defined by IT
Services and automatically enforced.

The device may be wiped (factory reset — entire data deleted) if:
e The device is lost,

e |IT detects a data/security breach such as a virus originating from the device
or similar threat to the security of the company’s data and technology
infrastructure,

e The employee is acting in a way that threatens the security or public integrity
of the County, or

¢ The employee leaves the organization.

The device will have Wheatland County applications, email, and data removed (wiped)
from the device if:

e The employee’s role or security requirements change where applications or
access to certain Wheatland data is no longer required. Images and videos
will not be removed.

Risks/Liabilities/Disclaimers:

While IT will take every precaution to prevent data from being lost in the event it must
remote wipe a device, it is employees’ responsibility to take additional precautions,
such as backing up email, pictures, data, contacts, etc.

In the unlikely event that a device is completely wiped, the County is not responsible
for any lost data.

Employees should be aware that communication regarding any Wheatland County
business, regardless of the medium, are subject to Access to Information Act (ATIA)
and Protection of Privacy Act (POPA) requests.

It recommended to not use SMS/instant messaging for decisions or discussions of
any substantial County business, whereby the message/s would be considered a
business record.

If SMS was used, and in the event of a ATIA and POPA request or investigation, it is
the responsibility of employees to submit unaltered screenshots of any County related
discussions, decisions or transactions conducted through SMS related to that request
or face a fine up to $50,000 per Section 95(2) of the Access to Information Act.

Corporate devices may be requested in the event of a ATIA and/or POPA request or
investigation.

The company reserves the right to disconnect devices or disable services without
notification.

Lost or stolen devices must be reported to IT Services within 24 hours.



e Employees are always expected to use devices in an ethical manner and adhere to
the company’s Acceptable Use Policy as outlined above.

e Wheatland County reserves the right to publish phone numbers in the internal
company contact directory and external contact publications.

¢ While Wheatland County assumes all liability in terms of damage to a device, frequent
or careless damage to devices may result in removal of mobile device privileges.

e If a role requires extra care in reinforcing the casing of a device or the device itself
must be a “tough” or “reinforced” device, this request must come from a supervisor
and a GL Code provided for the additional costs to support the purchase requirement.

¢ Wheatland County reserves the right to take appropriate disciplinary action up to, and
including, termination for noncompliance with this policy.

e Corporate owned devices must be returned to IT Services upon termination and
personal images or information that may be stored on the device will be wiped.
Wheatland County is not responsible for recovering personal information from a
corporate device.

Your Privacy

IT Admin cannot see the following on | IT A.dmin can see the following on your
your device: device:

« Call and web history * Model

e Location e Serial Number/I[EMI

 Email and Text Messages * Operating System

e Contacts e Application Names

e Passwords e Owner

e Calendar e Device name

« Camera/Images / Files * Levels of Security / Networks

» Location (of lost device)

REFERENCES

¢ Information, Security, and Technology Policy Sections 4.2.3 & 4.2.4.

e Access to Information Act (ATIA)

e Protection of Privacy Act (POPA)

e Government of Alberta, Traffic Safety Act

e Addendum to Policy 4.2.11.2 — Corporate Mobile Device Use Agreement Form



DEFINITIONS

“Root / Jailbreak” means to perform a series of steps to override and gain access to the
core operating system of the device such that the manufacturer’s built-in security features
has been or can be overridden by any application or user.



Policy Name: Third Party Access and Responsibility

Policy Number: 4212

Policy Owner: IT Services
Adopted Date: March 23, 2021
Effective Date: March 23, 2021
Date Last Amended: N/A

Date Last Reviewed: N/A

PURPOSE

The purpose of this policy is to set out requirements for third-party vendors and contractors
for accessing and protecting Wheatland County’s facilities, information, systems,
documents, and data. It outlines the responsibilities of engaging third-party services that
require access to County systems and/or non-public information.

POLICY

When engaging with a third-party vendor or contractor that requires unattended access to
one or more County facilities, its non-public information, and/or computer/information
systems, the employees responsible for the County portion of the service contract must
sign and have the third-party vendors or contractors sign the Confidentiality, Non-
Disclosure and Third Party Access Agreement (Addendum to 4.2.12) before any
unattended access will be granted to facilities, technology systems, files, or confidential
information that they may be privy to while conducting business with the County.

Third-party vendors and contractors will be required to adopt, at minimum, corporate
standards for information security controls, as well as abide by the Information, Security
and Technology Policies, Acceptable Use, and Individual Responsibility policies.

Additional controls may also be required depending on vendor engagement such as:

e Robust and documented change control processes, including regular release
management cycles,

¢ Vulnerability management, security patches/fixes, and changes to vendor internal
IT assets to ensure they are up-to-date and protected,

e Controls to prevent changing, copying, or altering any code or its information or
documentation belonging to the County without prior written permission or change
approvals,



¢ Internal intrusion detection, prevention, and recovery controls that protect against
malicious code and maintain all anti-virus software and signatures current and
actively running to detect and remove malware from vendor systems accessing the
County’s systems,

e Tools or procedures that help protect third-party vendor or contractor’'s employees
from downloading unauthorized programs onto the County’s infrastructure without
proper change approvals, and

e The ability to produce proof of liability insurance in the case of a data/information
breach.

Third-party vendors or contractors shall implement a comprehensive and structured
approach to protecting information, documents, or data accessed from the County, its
facilities, documents, or technology systems.

Third-party vendors or contractors shall evaluate and monitor their exposure to security
risks and other threats and take appropriate measures to address the associated risks to
their facilities and information, documents, or data that belongs to the County.

Third parties shall use best practices for the exchange of information, for example, use
secure managed file transfer services such as Cloud or SFTP services.

Consequences of non-compliance or data breach by a third-party vendor or contractor
may be in breach of the agreement with the County and subsequently, a termination of the
relationship or contract between the organization and the third-party vendor or contractor
may occur, alongside any other consequential damages.

REFERENCES

e Addendum to Policy 4.2.12 — External Access, Confidentiality, and Non-
Disclosure Acknowledgement Agreement Form

e Addendum to Policy 4.2.12 — Acceptable Use and Individual Responsibility Policy
Agreement Form



Policy Name: Artificial Intelligence (Al)

Policy Number: 4213

Policy Owner: Information Services
Adopted Date: March 4, 2025
Effective Date: March 4, 2025

Date Last Amended: August 12, 2025

Date Last Reviewed: N/A

PURPOSE

The purpose of this Artificial Intelligence (Al) Policy is to encourage innovation, embrace
the benefits that Al can provide to efficiency, and to set out clear guidelines for the
responsible, transparent, and legally compliant use of artificial intelligence within
Wheatland County (“the County”). This policy ensures that all Al technologies are used,
developed, and deployed in ways that uphold fairness, accountability, and Canadian
privacy laws, including Alberta’s Access to Information Act (ATIA) and Protection of
Privacy Act (POPA) By providing a framework for mitigating risks, safeguarding data, and
maintaining human oversight, the policy fosters trust among stakeholders, encourages
ethical innovation, and reinforces the organization’s social responsibility.

SCOPE

This policy applies to all County employees, Council members, and external vendors
working with or on behalf of the County. It governs all Al tools, systems, and applications
used by the organization—whether developed internally or procured from external
sources—and outlines requirements for compliance with Canadian privacy legislation,
including the strict handling of data within Canada, when required.

POLICY

Wheatland County is committed to using Al responsibly and ethically, in full compliance
with ATIA and POPA and any other applicable Canadian privacy laws. All Al systems must
adhere to legal and regulatory requirements, demonstrate transparency and fairness, and
employ secure data handling procedures.

To ensure security, compliance, and consistent performance, only Al tools that have been
reviewed and approved by the Information Services (IS) Department may be used within
the organization. Using unapproved Al technologies is strictly prohibited, as they may
introduce security risks, data breaches, and/or non-compliance issues.



All approved Al tools that are installed and have direct access to meetings, data, or devices
must store and process data within Canada in a controlled environment or be able to
demonstrate protections equivalent to, or better than, those required under Canadian and
Albertan privacy laws. In addition, data within these tools—particularly any confidential or
private information—must not be used for learning models outside the County’s
infrastructure.

All approved Al tools that are cloud-based and not directly installed or connected to the
computer environment must not have direct access to systems or data, including via
plugins or other integrations. Usage of these tools is restricted to non-confidential inquiries
entered by copying and pasting or direct typing on a web application or standalone mobile
application. These tools should not be used with confidential, sensitive, or personally
identifiable information as defined in ATIA and POPA.

REQUIREMENTS

Tool Evaluation and Approval
o Formal requests must be made to the IS department, outlining system functionality,
intended use, and data handling specifics of potential Al tool.
« Intentionally utilizing an unauthorized Al tool or any tool that exposes private or
confidential data outside of the organization may lead to disciplinary action up to,
and including, termination.

Data Privacy and Confidentiality

e All approved Al tools must comply with ATIA and POPA and relevant Canadian
privacy standards, ensuring data remains in Canada or is subject to appropriate
Canadian data protection measures.

« Sensitive or confidential data (e.g., personal, financial, proprietary) may only be
processed with explicit confirmation from the IS department.

o Periodic reviews of approved Al tools will be conducted to confirm ongoing
compliance and security. Tools found non-compliant may be removed or
suspended.

Copyright and Intellectual Property
« When using Generative Al for image generation or content creation, outputs must
not infringe on any copyright laws.
o Al-generated content must not replicate or mimic copyrighted materials without
proper authorization.
« Raw and unaltered Al-generated content that is used must be clearly labeled or
disclosed to maintain transparency and follow ethical standards.



Reporting and Incident Management
e Any suspected Al-related security incidents, malfunctions, or misuses (including
unauthorized usage or potential privacy breaches) must be reported immediately to
the IS department for investigation.

DEFINITIONS

“Artificial Intelligence (Al)” refers to technologies that perform tasks requiring human-
like intelligence, such as data analysis or automation.

“Generative Al” like “Large Language” models, are a type of Al that can create new,
original content through communication mediums such as text, images, videos and sound
based on patterns learned from existing data. i.e. ChatGPT, Microsoft Copilot, DALL-E.

“Sensitive Data”’ includes information that requires protection due to its confidential
nature, such as Personally Identifiable Information (PIl), financial data, proprietary
company information, or health-related data. It must be securely handled to prevent
unauthorized access.

“Al-Generated Content” refers to text, images, audio, video, or other materials created
by Al technologies.

“Access to Information Act (ATIA)” is to allow any person a right to access to the
records in the custody or under the control of a public body subject to limited and specific
exceptions.

“Protection of Privacy Act (POPA)” is to control the collection, use and disclosure of
personal information by a public body.

“Information Services” encompasses the support, delivery, and sustainment of
technology, software, information, and human skills, that directly or indirectly produces,
manipulates, transports, supports, or stores information in digital or physical mediums.
This information is utilized by the organization to assist in its decisions, records, and
organizational efficiency.

REFERENCES

e ISO/IEC 27001:2013 Information Technology — Security Techniques — Information
Security Management Systems — Requirements

e 1ISO 15489-1:2016 Information and Document — Records Management Part I:
Concepts and Principles

e Access to Information Act (ATIA)

e Protection of Privacy Act (POPA)

¢ Responsible Use of Artificial Intelligence (Al) - Government of Canada



Policy Name: Asset Management Policy

Policy Number: 4.3

Policy Owner: Chief Administrative Officer
Adopted Date: TBD

Effective Date: TBD

Date Last Amended: January 12, 2021

Date Last Reviewed: December 2, 2025

PURPOSE

The purpose of this policy is to affirm Wheatland County’s commitment to adhere to sound
asset management practices and strategy. This policy establishes the principles, strategy,
and organizational values that will support the maintenance of a collaborative, transparent,
and consistent asset management practice across all County operations.

OBJECTIVE

Asset management is an ongoing, iterative process that continuously improves over time.
By applying recognized best practices, Wheatland County aims to:

Gain a comprehensive understanding of the condition, performance, and value of
the County’s entire asset portfolio.

Inform Council in support of decision-making with objective community needs and
priorities.

Forecast financial demand to areas of greatest need, ensuring efficient and
transparent planning of public funds.

Strengthen resilience by proactively managing risks and planning for long-term
service delivery and financial planning.

Enable evidence-based solutions to complex, cross-disciplinary challenges.

SCOPE

This policy applies to all physical and financial assets under the control of the County and
includes, but is not limited to, Transportation, Water, Wastewater, Storm, Facilities,
Information Technology, Fleet, and Emergency Services assets.



POLICY

Wheatland County will apply standardized asset management practices that ensure
responsible stewardship of public assets and the sustainable delivery of services to
residents. These practices will be guided by the following principles:

o Alignment with Organizational Goals: Community needs and Council priorities
will guide organizational objectives. Service level expectations will be clearly
defined, monitored, and communicated between administration and Council to
ensure accountability and feasibility.

+« Data and Evidence Decision Making: Decisions will be informed by objective and
reliable data on service levels, asset condition, risk, and lifecycle costs. Cost-benefit
analysis and risk assessments will support prioritization, ensuring
investments maintain public confidence and maximize value for residents.

« Consistency and Transparency: A standardized and repeatable approach will be
applied to asset management data collection, analysis, and reporting. This will
provide a holistic, transparent view of the County’s infrastructure health and service
delivery performance.

o Fiscal Responsibility and Sustainability: The County will utilize the following
strategy through a Master Asset Management Plan to integrate long-term asset
investment needs, with financial planning and budgeting. This ensures that today’s
service delivery does not compromise the County’s ability to meet the needs of
future generations.

e Innovation, Resilience, and Continuous Improvement: The County is
committed to adopting evolving asset management best practices, fostering
innovation, and continuously improving processes to enhance service delivery,
operational efficiency, and resiliency in the face of emerging challenges.

STRATEGY

Wheatland County’s Master Asset Management Plan (AMP) serves as the central
framework and summary for managing all assets across their lifecycle. This plan provides
the foundation for long-term financial planning, service level management, and risk
mitigation. To ensure continued relevance and effectiveness, the Master Asset
Management Plan is:

e Maintained with Accurate Data Systems: The County will ensure that supporting
tools, including Geographic Information System (GIS) and Asset
Management software, are continuously updated with accurate and relevant data
to support effective asset management decision-making.

« Expanded through Internal Asset-Specific Strategies: Feeding the Master
AMP, the County will develop asset-specific strategies (for example: transportation,
water utilities, facilities, fleet or IT) as category specific Asset Management Plans.



These strategies are internal and will provide more detailed guidance tailored to the
unique requirements, risks, and service levels of each asset class for day-to-
day operational maintenance and objectives that will contribute to the Master AMP.

« Aligned with Policy Principles: All asset-specific strategies will be consistent with
the principles outlined in this policy and support the County’s long-term financial
sustainability, service reliability, and resiliency.

DEFINITIONS

“Asset” is a physical component of a system that enables a service or services to be
provided.

“‘Asset Class” is a grouping of assets that share similar characteristics, functions, lifecycle
considerations, and management strategies. Asset classes allow assets to be organized
in a structured way to support consistent planning, budgeting, reporting, and decision-
making.

“Asset Management” is the process of making decisions about how infrastructure is used
and cared for in a way that manages current and future needs, considers risks and
opportunities, and makes the best use of resources.

“Asset Management Plan (AMP)” is an interconnecting network of policies, people,
practices, processes, reports, action items and recommendations that enable asset
management.

“‘Geographical Information Systems/Services (GIS)” is a framework of tools, data,
technologies, and services used to capture, store, analyze, manage, and visualize spatial
(location-based) information. GIS supports mapping, decision-making, and service
delivery by enabling the integration of geographic data with operational and asset-related
information.

“Levels of Service” describes the standard of outputs or objectives an organization
intends to deliver to its customers. They typically relate to service attributes which includes
but is not limited to quality, reliability, responsiveness, sustainability, timeliness,
accessibility and cost.

“Lifecycle Strategies” is a list of activities that can be applied to an asset to reduce the
lifecycle cost or meet a targeted level of service standard.

“Infrastructure” the body of in-service assets that are used to supply or support services
to the County.

“Risk” is exposure to the possibility of injury or loss of service and is always present. It is
measured by multiplying the likelihood of the impact with the severity of a potential event.



RESPONSIBILITIES

Key roles and responsibilities essential for establishing asset management policies,
objectives, and practices are:

Council

Review and adopt the asset management policy.

Prioritize and articulate community priorities.

CAO & Senior Management Team

Be a visible champion for the implementation of asset management practices
across the organization.

Information Services (Asset Management)

Maintain, manage, and enforce the asset management framework, which includes
plans, procedures, and incorporates the principles identified in this policy.

Ensure data quality by keeping asset data up to date in relevant databases and
systems through supplied tools.

Managers and Staff

Participate, contribute to, and be open-minded to new methods of asset
management principles and service delivery.

Ensure that any updates to the plans and underlying data contributions, are timely,
accurate and reliable.

Managers to maintain and approve class level asset management plans and
contribute to the maintenance of the Master AMP.

REFERENCES

Policies:

Organizational Policy Section 1.1 — Vision

Organizational Policy Section 1.2 — Mission Statement

Organizational Policy Section 1.3 — Values

Corporate & Financial Services Policy Section 2.2 — Tangible Capital Assets

Corporate & Financial Services Policy Section 2.4.1 — Risk Control

Asset Management Plans:

Wheatland County Master Asset Management Plan (as amended)



Policy Name: Information Management Policy

Policy Number: 4.4

Policy Owner: Information Services
Adopted Date: October 4, 2022
Effective Date: October 4, 2022
Date Last Amended: August 12, 2025
Date Last Reviewed: N/A

PURPOSE

The purpose of this policy is to guide and direct the creation and management of
information assets (records, information, and data) herein known as “information”,
regardless of the medium and to clarify the accountabilities of information users.

Information Services is committed to establishing, maintaining, and promoting
information management best practices that meet industry standards, County needs,
accountability requirements, and stakeholder expectations.

The benefit of compliance with this policy will be trusted information that is well
described, stored in known endorsed locations and accessible to staff and residents
where permission has been granted.

SCOPE

This policy applies to staff (full, part-time, hourly, and Seasonal), Council, and vendors,
who create, receive or maintain information to support County business activities and
programs.

POLICY

Information Services recognizes information, in any format or medium, as valuable
assets to the County and is committed to achieving appropriate and ongoing
management of this information.

Information Services is also committed to the principles and practices set out in the
Canadian General Standards Board (CGSB), International Standards Organization
(ISO), American Records Management Association (ARMA) and Association of
Intelligent Information Management (AlIM) to implement, maintain, and promote fit-for-
purpose information management policies, standards, and procedures. All information



management practices will align with this policy, supporting standards, and procedures
where they strategically align with County Practices.

GUIDELINES

The following are guidelines which are to be adhered to when creating or managing
physical and digital documents or scanned images which are further described in our
procedures and standards.

Signatures — Use the correct type of digital signature when signing or having documents
signed.

In-House Scanning — Follow in-house scanning procedures from preparation to quality
control.

Information Storage — Digital documents and scanned images are stored in the
appropriate recognized storage site with complete metadata.

Destruction of Hardcopy — Upon completion of quality assurance of scanned images
follow procedures for the destruction of hardcopy documents.

Disposition (Hardcopy, Digital Document and Scanned Images) Staff are to delete or
shred copies of documents that have followed disposition procedures and met retention.

Signature Attestation — Staff to complete attestation prior to electronic signature use.

Access to Information Act (ATIA) — Staff to understand and adhere to basic tenants of
ATIA.

Protection of Privacy Act (POPA) — Staff to understand and adhere to basic tenants of
POPA.

Hardcopy Filing — Staff to file hardcopy documents in the appropriate file, in the
endorsed physical file location.

Scanner Settings — Staff to check scanner settings are reset to default settings after
use if settings have been altered during scanning of the document.

ACCOUNTABILITY

Information Services is accountable to implement the mandate of this policy.
Additionally, Information Services will ensure that information is held securely against
internal and external threats and that the concept of “open by design and closed by
exception” is enforced. Finally, the department is accountable to provide guidelines,
standards, procedures, and training so that physical files, digital documents and scanned
images are recognized as the official business records of the County.



Staff (Full-Time, Part-Time, Hourly, and Seasonal), Council and Vendors are
accountable for maintaining County information which includes ensuring the security,
accuracy, reliability, and availability of the information for all staff members, who require
access to the information regardless of the medium.

Wheatland County as owner of all information received or created by the above are
accountable to support Information Services in implementing the mandate of this policy.

REFERENCES

Standards
Departmental Folders > Information Services > Information Management >
Documentation and Process > Policy > Standards

Procedures
Departmental Folders > Information Services > Information Management >
Documentation and Process > Process and Procedure

Access to Information Act (ATIA)
Protection of Privacy Act (POPA)



Policy Name: Digital and Electronic Signatures

Policy Number: 4.4.2

Policy Owner: Information Services
Adopted Date: March 4, 2025
Effective Date: March 4, 2025

Date Last Amended: August 12, 2025

Date Last Reviewed: N/A

PURPOSE

To establish a clear and consistent framework for the use, and admissibility of evidence,
of electronic and digital signatures by Wheatland County (‘the County”), ensuring
compliance with all applicable federal and provincial legislation, bylaws, policies, and
information technology standards.

SCOPE

This policy applies to all County employees (including contract and temporary personnel)
and elected officials who sign or authorize documents on behalf of the County through
electronic or digital means. It covers all types of signatures referenced in the Electronic
Transaction Act (Alberta), as well as secure digital signatures, as required for certain high-
risk or legally significant transactions.

POLICY

Authorized Signature Platforms
« All electronic and digital signatures used for County business shall be executed
through authorized and approved document signing services (e.g., OneSpan,
DocuSign, Adobe Sign) in accordance with County information technology
architectural standards.
o The level of security and authentication employed must correspond to the level of
risk and legal significance of the document.

Legislative Compliance
e This policy shall be interpreted and applied in accordance with the Electronic
Transaction Act (Alberta) and other applicable legislation (e.g., Alberta Evidence
Act).



« If any part of this policy conflicts with federal or provincial legislation, the legislation
prevails.

Consent to Use Electronic Signatures
« When using electronic signatures for legal instruments, secure electronic
signatures must be employed.
« All parties signing must consent to the use of electronic signatures before executing
the document.

Usage Guidelines Based on Risk
o Basic eSignature (low or very low risk):

o Basic confirmations on applications, forms, or general correspondence
letters.

o Digitally reproducing a signature on a document previously attested (where
no further legal or risk-based authentication is required).

o Internal confirmation, approvals, or forms where the signer is authenticated
through the system or platform in which the transaction occurs.

« Standard eSignature (moderate risk):

o Most countersigned contracts, agreements, permits, and other operational
documents require a higher degree of trust than a basic eSignature, but do
not rise to the level of high-risk transactions.

« Digital Signature (high risk):

o Initiating the signing of minutes, bylaws, contracts, agreements, and other
official documents that are legally significant.

o High-profile or high-value contracts, land transactions, or other high-risk
transactions, as determined by bylaw, enactments, authorities, or County
Administration.

Retention and Official Records

« Any document executed via electronic or digital signature shall be retained by the
County in accordance with the County’s Records Retention Schedule.

« If a document is originally “wet-signed” on paper and then scanned for subsequent
digital signing (e.g., countersignature), the scanned and digitally signed version
becomes the official record once fully executed.

e Fully signed and enacted documents (including any required countersignatures)
must be stored and retained by the County as the official record of execution.

Electronically Reproduced Signatures
e Electronically reproduced signatures (i.e., “stamped” or saved images of
signatures) may only be used if the individual whose signature is reproduced has
provided written consent or attestation for such use.
o The attestation must specify the period of authorized use and is automatically void
if the individual ceases employment or service with the County.



« Attestation must be kept on file within the individual’s employment records and may
be signed in wet ink or via a valid electronic signature.

« The attestation should describe the scope of authorized use and any specific
internal authorization steps required before applying the reproduced signature.

DEFINITIONS
For the purpose of this policy, definitions are with the intent of the level of security they
represent.

“Electronic Signature or Basic eSignature” has no identity verification to it and is
typically used to indicate approval or intent to sign. It is typically used for online
confirmation such as through checkboxes, drawing a signature, typing it, affixing an
unverifiable digital signature, or uploading or affixing a digital stamp or image to a
document.

“Secure Electronic Signature or eSignature” as defined in the Electronic Transaction
Act (Alberta), an electronic signature that typically includes some degree of identity
verification, encryption, and tamper-proof document features.

“Digital Signature” is a signature using cryptographic technologies that provide a high
level of identity verification and document integrity. Digital signatures often require the
signee to possess a unique digital certificate or credential and are used for high-risk or
legally significant transactions.

“Electronically Reproduced Signature” is a signature saved as an image or file and
inserted onto documents by an authorized person, typically for repetitive use or bulk
signing, contingent on an attestation that authorizes its use and sets the scope of that
authorization.

REFERENCES

e Electronic Transaction Act of Alberta
e Alberta Evidence Act

e Access to Information Act (ATIA)

e Protection of Privacy Act (POPA)



Privacy Management Program and

Policy Name: Access to Information Policy
Policy Number: 4.4.3

Policy Owner: Information Services
Adopted Date: June 2, 2026

Effective Date: June 2, 2026

Date Last Amended: N/A

Date Last Reviewed: N/A

PURPOSE

The Alberta Access to Information Act (“ATIA”) establishes rights of access to information held
by public bodies operating in Alberta. Wheatland County is bound by the requirements of the
Protection of Privacy Act (“POPA”) and collects, uses, and discloses personal information in
accordance with its provisions.

Wheatland County is a local public body for the purposes of Alberta’s access and privacy
legislation and is responsible for administering its records and personal information in
compliance with ATIA and POPA.

This policy establishes the principles and processes for managing Wheatland County
information, protecting personal information, and administering access to information in
compliance with ATIA and POPA.

POLICY STRUCTURE AND INTERPRETATION

This Policy is the overarching policy for Wheatland County’s privacy management and access to
information program. Sub-policies 4.4.3.1 through 4.4.3.4, together with any schedules, forms,

tables, procedures, or appendices attached to or referenced by this Policy or those sub-policies,
form part of this Policy framework.

Unless a sub-policy expressly provides otherwise, the purpose, scope, goals and principles,
definitions, roles and responsibilities, quality assurance requirements, and general
administrative requirements set out in this Policy apply to and govern each sub-policy.

Together, this Policy, its sub-policies, and all related schedules, forms, tables, procedures, and
appendices constitute Wheatland County’s privacy management program for the purposes of
section 25 of POPA and the applicable POPA regulations, and establish related processes for
administering access to information requests under ATIA.



In the event of an inconsistency between this Policy and a sub-policy, the more specific provision
applies to the extent of the inconsistency, provided that all provisions must be interpreted in a
manner consistent with ATIA, POPA, and applicable regulations.

SCHEDULES

The following schedules form part of this Policy framework and may be used, amended, or
updated administratively to support implementation of this Policy and its sub-policies, provided
that any amendment must remain consistent with ATIA, POPA, and applicable regulations:

Primary Related Policy /

Schedule Title Sub-policy

Schedule A Unreasonable Invasion of Privacy Guidelines = Policy 4.4.3.1 and Policy 4.4.3.2

Schedule B Research Proposal Form Policy 4.4.3.1
Schedule C | Research Agreement Form Policy 4.4.3.1
Schedule D | Consent Form Policy 4.4.3.1
Schedule E | Service Provider Agreement Example Policy 4.4.3 and Policy 4.4.3.1

Schedule F | Privacy Breach Response Procedures Table Policy 4.4.3.4

Schedule G | Privacy Breach Response Form Policy 4.4.3.4

Schedule H = Complaint Submission Form Policy 4.4.3.3

Schedule | Complaint Response Letter Policy 4.4.3.3
SCOPE

This policy applies to:

(1) All Wheatland County employees, elected officials, committee and board members,
contractors, consultants, students, volunteers, and other persons acting on behalf of
Wheatland County.

(2) All recorded information, in whatever form or medium (paper, digital, audio-visual,
graphic) created or received in the course of carrying out Wheatland County’s mandated
functions and activities; and

(3) All facilities and equipment required to collect, manipulate, transport, transmit, or keep
Wheatland County information.



GOALS AND PRINCIPLES

Wheatland County is committed to openness, accountability, and the protection of personal privacy.
To that end, Wheatland County has implemented a privacy and access program to meet the
following goals and principles:

(1) PROGRAM ACCOUNTABILITY

Wheatland County designates a position and individual who is accountable for
implementing and maintaining access to information and privacy for information under
the custody or control of Wheatland County.

(2) OPENNESS

(3)

(4)

(5)

(6)

(7)

Wheatland County develops and follows access, privacy and security policies and
practices that are compliant with legislation. Such policies and practices are publicly
available.

COLLECTION OF PERSONAL INFORMATION

Wheatland County collects personal information only where authorized by law and only
to the extent that the information is directly related to and necessary for an authorized
operating purpose. Where possible, Wheatland County uses de-identified, aggregated, or
non-personal data instead of identifiable personal information.

IDENTIFYING PURPOSES

When collecting personal information directly from an individual, Wheatland County will
provide notice of the legal authority for the collection, the purpose for which the
information is collected, and the contact information of an official who can answer
guestions about the collection, where required by law.

LIMITED USE, AND DISCLOSURE OF PERSONAL INFORMATION

Personal information will be used and disclosed only for the purpose for which it was
collected, for a use or disclosure consistent with that purpose, where authorized or
required by law, or where the individual has provided valid consent and consent is legally
sufficient.

ACCURACY

Wheatland County makes all reasonable efforts to ensure that both general information
and personal information created or received by Wheatland County is accurate and
complete. Individuals who believe there is an error or omission in their personal
information may request a correction in accordance with POPA. If Wheatland County
does not make the requested correction, it will process the request in accordance with
applicable legal requirements, including adding a notation where required.

RIGHT OF ACCESS

Individuals have a right of access to all information, including personal information about
themselves, that is in Wheatland County custody or control, subject to limited and
specific exceptions.



(8) SAFEGUARDS

Wheatland County protects personal information in its custody or control by deploying
security measures and practices to prevent unauthorized access, collection, use,
disclosure, copying, modification, disposal, or destruction.

(9) COMPLIANCE CHALLENGES

Individuals are encouraged to bring any concerns or issues regarding privacy and access
at Wheatland County to the ATl Coordinator for discussion and response. Individuals
may appeal to the Information and Privacy Commissioner of Alberta to review or
investigate Wheatland County right of access or correction responses, or any policies or
practices that they feel are not in compliance with legislative requirements.

(10) PRIVACY INCIDENT RESPONSE

Wheatland County will maintain and follow procedures for identifying, containing,
assessing, documenting, escalating, and responding to privacy incidents involving
personal information in its custody or control. Where a privacy incident creates a real risk
of significant harm to an individual, Wheatland County will provide notice in accordance
with POPA and applicable regulations, including notification to affected individuals, the
Office of the Information and Privacy Commissioner of Alberta, and the responsible
Minister, without unreasonable delay.

(11) RETENTION AND DESTRUCTION

Wheatland County will retain and securely dispose of records, including records
containing personal information, in accordance with approved records retention and
disposition requirements and applicable legislation.

QUALITY ASSURANCE
(1) POLICY REVIEW

Wheatland County will review, assess, and update this Policy at least once every two (2)
years, and sooner where required due to legislative or regulatory changes, material
changes to County programs or systems, significant privacy incidents, OIPC guidance or
orders, audit findings, or identified privacy or security risks.

(2) TRAINING AND COMMUNICATION

(a) All Wheatland County employees must complete mandatory training about their
obligations under POPA and this Policy within three (3) months of hire,
appointment, or assignment of applicable duties. Training will be appropriate to
the employee’s role and the nature of the personal information, data derived from
personal information, or non-personal data the employee collects, uses, discloses,
manages, or accesses on behalf of Wheatland County.

Mandatory privacy training expires two (2) years after completion, unless a
shorter period is required by the Privacy Officer based on the employee’s role, the
sensitivity of information handled, changes in legislation or policy, or identified
compliance risks. Employees must complete refresher training before the expiry of
their previous training.



(b) Training resources are reviewed yearly to ensure that they are effective and align
with legislative, regulatory or Wheatland County functional developments and
changes.

(3) PRIVACY, ACCESS, AND INFORMATION SECURITY MONITORING AND ASSESSMENT

(a) Systems, circumstances, practices or repositories that pose a potential risk or gap
in standards relating to the privacy, accessibility, usability, integrity, retention,
continuity, and security of Wheatland County information are identified,
monitored and assessed to determine the extent of the risk and the mitigation
required.

(b) Wheatland County will establish requirements, appropriate to the sensitivity of
the information and the capabilities of the system, for audit logging, monitoring,
and review of electronic systems that collect, use, disclose, or store personal
information, data derived from personal information, and non-personal data.

(4) PERSONAL INFORMATION BANKS

(a) Wheatland County creates and maintains a directory of the personal information
banks under its custody and control.

(b) Wheatland County publishes the directory of its personal information banks,
either in printed or electronic form, and makes it available to the public.

(c) The personal information bank directory includes:
a. the title of the personal information bank;
b. the location of the personal information bank;
c. a description of the types of personal information included;

d. a description of the categories of individuals whose personal information
is included;

e. the authority for collecting the personal information;

f. the purposes for which the personal information was collected or
compiled; and,

g. the purposes for which the personal information may be used or
disclosed.

(d) If personal information is used or disclosed for a purpose other than the one
described in the directory, Wheatland County

a. keeps a record of the purpose and connects that record to the personal
information; and,

b. updates the directory to include the new purpose in the next publication
of the directory.



(5) PRIVACY IMPACT ASSESSMENTS

(a) Privacy Impact Assessments (PIAs) are completed for any systems, programs,
services, projects or practices that introduce significant new or expanded
collection, use, disclosure, processing or security exposure of personal
information.

(b) The introduction of, or change to, a system, program, service, project or practice is
considered significant if:

a. the loss of, unauthorized access to or unauthorized disclosure of the
personal information involved could result in significant harm;

b. it involves highly sensitive information;

c. itinvolves personal information of a significant percentage of Wheatland
County’s service population;

d. there is data matching of personal information with an external
electronic information repository;

e. itis part of a common or integrated service or program;
f. the technology used is innovative; or

g. the administrative, technical, or physical measures and systems being
proposed represent an additional risk to the privacy of individuals.

(c) Any projects or changes of such nature are reported to the ATl Coordinator, who is
responsible for completing the PIA.

(d) Privacy Impact Assessments (PIAs) will be completed where required by POPA and
applicable regulations, including for new or substantially changed systems,
programs, services, projects, practices, or technologies involving personal
information and prescribed risk factors.

(e) Where required by law, Wheatland County will submit the PIA to the Office of the
Information and Privacy Commissioner of Alberta for review and comment before
implementation. Wheatland County will consider and address identified privacy
risks before the initiative goes live.

TERMS AND DEFINITIONS

(1) “Al Inference” The process by which a trained Al model takes input data and produces an
output, based on conclusions and reasoning.

(2) “Applicant” A person who makes a request for access to a record under section 7(1) of
the Access to Information Act.

(3) “Artificial Intelligence Service (Al)” Computer programs and applications that complete
tasks and generate information that normally required human intelligence such as
evaluation, problem-solving, reasoning, and decision-making, using machine -based
learning. Also considered an automated system.



(4)

(5)

(6)

(9)

“Authorized Representative” Any person who can exercise the right or powers of an
individual. This includes the right of access to an individual’s personal information and
the power to provide consent for disclosure of such information. This may include:

(a) An executor or administrator of the estate of an individual who is deceased, for
purposes of administering the estate.

(b) A guardian or trustee of a dependent adult, according to appointment under law.
(c) Anagent under a personal directive, in accordance with the directive.

(d) Anindividual who is acting under specific provisions of a power of attorney.

(

e) A guardian of a minor under 18 years of age, excluding mature minors, if the
exercise of the rights of powers of guardian would not be an unreasonable
invasion of the personal privacy of the minor.

(f) Anindividual acting with the written authorization of an individual.

“Collection” To gather, acquire or obtain personal information about an individual, from
any source, including third parties.

“Common or integrated service program” Means a program or service that is planned,
administered, delivered, managed, monitored, or evaluated collaboratively by
Wheatland County and one or more other public bodies, or by another public body on
Wheatland County’s behalf.

“Confidentiality” A condition or status in which collection, use, or disclosure of
information is restricted to specific persons for specific purposes. When and how the
collection, use and disclosure restrictions are applied and maintained are defined by
legislation and policy.

“Consent” Informed agreement by an individual to the use or disclosure of their own
personal information held by a public body, which can be revoked by the individual at
any time.

“Custody or Control” Custody is the effective physical possession of information; control
is responsibility and accountability for making decisions about the handling of
information, regardless of whether Wheatland County has custody of the

information. Wheatland County has control over any information that any of its officials,
employees, or service providers has created or received as part of their mandated
functions and activities, regardless of the location of the information or the time of
collection, use, or disclosure.

“Data Derived from Personal Information” Data created or derived from data matching
that identifies individuals whose personal information was used in the data matching
process. May include Al Inferences.



(11) “Data Matching” Linking of personal information between 2 or more databases or other
electronic sources of information.

(12) “Disclosure” Giving access to or making the personal information in Wheatland County’s
custody or control available to a person or organization external to Wheatland County.

(13) “Employee” Any person who is employed by Wheatland County, including volunteers,
service providers, or students.

(14) “External Networked Source” Interconnected computer networks, such as the internet,
that contain information for which Wheatland County has little to no control over
content creation, integrity or disclosure.

(15) “High Sensitivity Information” Means personal information that could reasonably be
expected to cause significant harm if lost, accessed, used, or disclosed without
authorization, including but not limited to:

) Biometric information
b) Financial information

) Personal information about a minor, senior or vulnerable person
d) Health information

) Disciplinary information
f) Law-enforcement-related information

g) Geolocation information

h) Identity verification information

(16) “Individual” Any person, living or deceased, regardless of residency, citizenship, or
status. In addition, the authorized representative of the individual.

(17) “Large Language Model (LLM)” The language model of an Al Service that has been
trained using vast amounts of data to learn patterns and language that generate human-
like inferences.

(18) “Law Enforcement” Policing, including criminal intelligence operations, security or
administrative investigation that leads or could lead to a penalty or sanction.

(19) “Mature Minor” An individual under the age of 18 who has the capacity to make their
own decisions about significant matters affecting them, demonstrated by their
independence, psychological stability, intellectual capacity, and/or life situation. In the
case of privacy, the guardian of a mature minor would not be considered their authorized
representative.

(20) “Notification” An explanation of policies, procedures, consequences, and risks related to
the collection, use or disclosure of an individual’s personal or personal employee
information. Wheatland County must properly inform and notify individuals and
employees that personal information is being collected, the purposes for which it is being



collected, and who may be contacted at Wheatland County if an individual has questions
about the management of their personal information.

(21) “Non-personal Data” Data, including data derived from personal information and
synthetic data, that has been generated, modified, or anonymized so that it does
not identify any individual.

(22) “Personal Employee Information” Personal information collected, used,
or disclosed solely for the purposes of establishing, managing, or terminating an
employment or volunteer relationship.

(23) “Personal Information” Information about an identifiable individual including:

) Political beliefs or associations
) Age

Sex
i) Marital status
k) Family status
[) Identifying numbers
m) Fingerprints or blood type
n) Educational, financial, employment, criminal records
o) Opinions about the individual

(p) Individual's personal views or opinions (except opinions about others)

* Home or business address, telephone, email or other contact information of an employee
of a public body, or any individual is not personal information, if it is provided on behalf of
the employer in the individual’s capacity as employee or agent.
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Personal information under ATIA and POPA that is not normally excepted from disclosure:

(a) Opinions contained in work product

(b) Classification, salary range, discretionary benefits, or employment responsibilities
of public body employees

(c) Financial and other details of a contract to supply goods or services to a public
body

(d) Information about a license, permit, financial or other discretionary benefit
granted to an individual by a public body

(e) Information is about an individual who has been dead for 25 years or more

(f) Information is about an individual’s enrolment at a school, attendance at a public
event, or receipt of an award granted by a public body



(24)

(25)

(26)

(27)

(28)

(30)

(31)

“Personal Information Bank” An information repository that is organized or retrievable
by an individual’s name or other identifier.

“Privacy Impact Assessment (PIA)” A review and explanation of proposed changes

in practices, programs or information systems affecting the collection, use, disclosure, or
security of personal information under the custody or control of a public body. At

the early stages, the PIA will identify practices and risks that should

be addressed, amended or mitigated before implementation of the program or system.

“Prompt” A cue, instruction, or question given to an Al Service to elicit a response,
action, or creative output.

“Reasonable Security Arrangements” Means administrative, physical, and technical
safeguards proportionate to the sensitivity, amount, format, and risk profile of the
information, designed to protect personal information, data derived from personal
information, and non-personal data against unauthorized access, collection, use,
disclosure, alteration, loss, or destruction.

“Record” Information in any form, including any electronic record or other record in any
form in which information is contained or stored, including information in any written,
graphic, electronic, digital, photographic, audio or other medium, but does not include
any software or other mechanism used to store or produce the record.

“Research” Academic, applied, or scientific research, excluding internal program or
guality improvement assessments, that necessitates the use of
individually identifying personal information.

“Severing” In a right of access request, separating or hiding/redacting information in a
document that should or cannot be released so that the remainder of the document can
be disclosed.

“Significant Harm” Harm that results from the unauthorized access, disclosure, or loss of
personal information, including:

a) Bodily harm

b) Humiliation

c) Damage to reputation or relationships

d) Loss of employment or business or professional opportunities
) ldentity theft

f) Diminished insurability

g) Diminished credit

h) Loss of property or legal status

(i) Loss of finances
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The following factors are also considered in determining the significance of harm:

(a) Itis reasonably believed that the information has been or will be misused



(b) The unauthorized access, disclosure, or loss was the result of malicious intent
(c) The personal information is sensitive
(d) Existing mitigating factors reduce the risk of significant harm
(32) “Third Party” A person, a group of persons or an organization other than the applicant
making an access request, or other than the employees and officials of Wheatland
County.
(33) “Use” Use of information by Wheatland County employees for an authorized purpose
that is authorized by policy or law.

ROLES AND RESPONSIBILITIES
(1) HEAD

(a) Unless otherwise delegated in writing, the Head of Wheatland County is
responsible for all duties, powers, obligations, and discretionary decision-making
under ATIA and POPA.

(b) For the purposes of this policy, the Head of Wheatland County is recognized as the
Chief Administrative Officer.

(c) The Head may delegate powers, duties, and obligations under ATIA and POPA to
the ATI Coordinator in accordance with Wheatland County Bylaw #2025-29, and
the functions set out in (2), below.

(2) ATI COORDINATOR

The ATI Coordinator is delegated by the Head to coordinate access to information and
protection of privacy functions for Wheatland County in accordance with the applicable
delegation instrument and Wheatland County’s Access to Information and Protection of
Privacy Bylaw. For the purposes of the Protection of Privacy Act, the POPA regulations,
and this Policy, the ATI Coordinator is designated as Wheatland County’s Privacy Officer
and is responsible for supporting and monitoring Wheatland County’s compliance with
POPA, the POPA regulations, and this Policy, subject to any powers, duties, or functions
retained by or delegated from the Head.

The ATI Coordinator is responsible for the following functions and activities:
(a) PROGRAM MANAGEMENT

a. Ensuring that privacy and access policies, procedures, and supporting
guidance are developed, implemented, maintained, and updated to
comply with applicable legislation.

b. Developing and implementing quality assurance and continuous
improvement processes for Wheatland County’s access, privacy, and
related information-management practices.

c. Providing training, guidance, and resources so that Wheatland County
employees, volunteers, and service providers understand and can carry
out their access, privacy, and security responsibilities in compliance
with policy and legislation.



d. Representing Wheatland County in dealings with third parties, the
provincial government, and the Office of the Information and Privacy
Commissioner of Alberta, as required.

(b) RIGHT OF ACCESS AND CORRECTION

a. Responding to requests for access to information including, as
necessary, assessment of fees, time extensions, disregarding requests,
transfer of requests, duty to assist applicants, application of exceptions,
third party notifications, and public interest disclosure notice.

b. Responding to requests for correction of personal information,
including, as necessary, transfer of requests, correcting personal
information, annotating personal information, and notifying recipients.

c. Coordinating Wheatland County’s response to requests for review,
complaints, investigations, or inquiries relating to ATIA or POPA,
including communication with the Office of the Information and Privacy
Commissioner of Alberta.

(c) PRIVACY AND SECURITY

a. Inconsultation with Wheatland County employees, providing advice,
interpretation, and implementation of applicable legislation regarding
personal information, including release / non-release, collection, use,
and disclosure of personal information.

b. Maintaining the security, protection and accuracy of personal
information in the custody or control of Wheatland County in
compliance with legislation and policy.

c. Directing or coordinating the response to privacy incidents involving
personal information at Wheatland County, in accordance with
legislation and the Privacy Breach Response Policy, including
assessment of whether the incident creates a real risk of significant
harm.

d. Completing Privacy Impact Assessments (PIAs), where required, for
Wheatland County programs, services, projects, systems, technologies
and practices involving personal information.

e. Developing and maintaining a directory of personal information banks
or other registries required for identifying and tracking the collection,
use, disclosure, and security of personal information.

CAO, SENIOR MANAGEMENT & COUNTY COUNCIL

Council and senior administration are responsible for supporting governance, oversight,
resourcing, and alighnment of Wheatland County’s access, privacy, and information-
management program with applicable legislation, bylaws, standards, and corporate
planning.

(1) INFORMATION SERVICES MANAGEMENT



Information Services Management, in coordination with the ATI Coordinator, is
responsible for technical and operational safeguards applicable to Wheatland County
systems, networks, and applications, including:

(a) Ensuring that the information security and technology program policies and
procedures are developed, maintained, updated, and compliant with legislation;

(b) Implementing privacy and security measures;

(c) Completing risk and mitigation assessments;

(d) Monitoring for and responding to security threats and vulnerabilities, and;
(e) Supporting the response to privacy breaches.

(2) MANAGEMENT

Directors and General Managers are responsible for implementing privacy, access,
records, and security policies and practices within their functional areas and are
accountable for adherence to all policies by their employees and contracted third
parties. Management will:

(a) Support their employee’s awareness of and training on privacy and security
policies and procedures;

(b) Implement privacy and security standards and processes in compliance with policy
as they relate to information repositories and operational functions and activities
of their area;

(c) Provide appropriate resources and facilities as needed to support the
implementation of privacy and security policy in the department;

(d) Refer all formal right of access requests for information to the ATI Coordinator;

(e) Cooperate and assist in locating and retrieving departmental information relevant
to right of access requests;

(f) Report gaps in privacy and access policy affecting their areas to the ATI
Coordinator;

(g) Report any new information repositories or data systems that require registration,
assessment, and security classification to the ATl Coordinator.

(3) ALL WHEATLAND COUNTY EMPLOYEES AND SERVICE PROVIDERS

(a) Are responsible for implementing privacy and security for all information they
create and receive as part of their functions and activities;

(b) make themselves aware of and adhere to Access and Privacy policies and
standards;

(c) at the time of hire or engagement, complete the applicable Acceptable Use and
Individual Responsibility Policy Agreement required under Policy 4.2 — Acceptable
Use and Individual Responsibility Policy, or any successor policy;



(d) capture, manage, access, release and protect information in their custody or
control according to Wheatland County policy;

(e) access, release and protect information in their custody or control according to
policy;

(f) refer to the ATI Coordinator all decisions about collection, use, disclosure, and
access that are not clearly directed by policy;

(g) report all suspected breaches to personal information to the ATl Coordinator
immediately upon discovery;

(h) identify and report information security incidents to the appropriate management
according to privacy breach procedures.

(4) SERVICE PROVIDER AGREEMENTS

(a) Where a service provider collects, uses, discloses, stores, processes, or otherwise
handles personal information, data derived from personal information, or non-
personal data on behalf of Wheatland County, Wheatland County may require
privacy and security terms substantially consistent with Schedule E or another
agreement approved by the County.
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POLICY

Collection, Use and Disclosure of
Personal Information

4431

Information Services
June 2, 2026

June 2, 2026

N/A

N/A

(1) COLLECTION OF PERSONAL INFORMATION

(a) Wheatland County collects personal information only if:

a.
b.

C.

the collection is expressly authorized by legislation;
the information is collected for the purposes of law enforcement; or

the information relates directly to and is necessary for an operating
program or activity of the public body, including a common or integrated
program.

(b) Wheatland County collects personal information directly from the individual, or
their authorized representative. Wheatland County only collects personal
information indirectly from another source in the following circumstances:

a.

the indirect collection is authorized by the individual, other legislation, or
the Alberta Information and Privacy Commissioner;

the personal information may be disclosed to Wheatland County under
the disclosure provisions outlined below;

. the personal information is collected in a health and safety emergency

and the individual is unable to provide the information;

. direct collection could reasonably be expected to endanger the mental

or physical health or safety of the individual or of any other person;

. the personal information is about a designated emergency contact;

the personal information is required to determine suitability for an
honour or award;



(2)

g. the personal information is required to verify the individuals’ eligibility
for participation in a program or to receive a benefit, product, or service
from Wheatland County;

h. the personal information is collected from public sources for fund-
raising;

i. the personal information is required for a law enforcement purpose;

j. the personal information is required to collect a fine or debt owed to the
public body, or for use in the provision of legal services to Wheatland
County;

k. the personal information concerns the history, release, or supervision of
an individual under the supervision of a correctional authority;

I. the personal information is required to inform the Public Trustee or
Public Guardian about clients or potential clients;

m. the personal information is required for enforcing an order under the
Maintenance Enforcement Act;

n. the personal information is required to manage or administer Wheatland
County personnel;

0. the personal information is required to support researching or validating
claims, disputes, or grievances of aboriginal people;

p. the personal information is required to plan, manage, deliver, monitor
and evaluate a common or integrated program or service.

(c) When collecting personal information directly from an individual, Wheatland
County informs the individual of the purpose for which the information is collected,
the legal authority for the collection, any intention to input the information into an
Al service, and contact information of the individual who can answer questions
about the collection.

(d) Notifications are included on the medium or at the location of collection (websites,
forms, pamphlets, posters). Notice is not required in circumstances when personal
information is collected indirectly, for authorized purposes.

(e) Wheatland County employees collect only the amount and types of personal
information as required to complete the stated function or purpose.

CONSISTENT PURPOSES

(a) Wheatland County will primarily use and disclose personal information for the
purpose for which it was originally collected or for a consistent purpose.

(b) For a use or disclosure to be for a consistent purpose, Wheatland County must
determine that the proposed use or disclosure is:

a. Directly connected to the original purpose for collection; and



b. Necessary for operating a program or common or integrated program or
service of Wheatland County.

c. In assessing the consistent purpose, Wheatland County must consider:
d. The nature of the original purpose documented at the time of collection;
e. Whether the new use or disclosure is a logical extension of that purpose;
f. The expected impact on the individual’s privacy.

(3) USE OF PERSONAL INFORMATION

(a) Wheatland County may use personal information under the following
circumstances:

a. for the purposes for which it was originally collected or for a use
consistent with that purpose;

b. with the consent of the individual, when obtained in accordance with
consent standards; or

c. for a purpose for which the information is disclosed to Wheatland County
by another public body, under the allowable disclosure provisions.

(b) Wheatland County employees use only the amount and types of personal
information as required to complete the stated function or purpose.

(4) DISCLOSURE OF PERSONAL INFORMATION

(a) Wheatland County may disclose personal information for the purpose for which
the information was collected or compiled or for a purpose consistent with that
purpose;

(b) Wheatland County may disclose personal information for an inconsistent purpose
only in the following circumstances:

INDIVIDUAL OR PUBLIC INTERESTS
a. with the consent of the individual, when obtained in accordance with
consent standards;

b. to avert or minimize a risk of imminent harm and danger to the health
and safety of any person;

c. so that the spouse or adult interdependent partner, relative or friend of
an injured or deceased individual may be contacted, or to a relative of a
deceased individual;

d. personal information of a minor or parent or guardian of a minor, to a
law enforcement agency or to another organization or public body
providing services to the minor, if it is clearly in the best interest of the
minor;

e. to an MLA to assist the individual;

f. if disclosure is not an unreasonable invasion of privacy (Schedule A);



LEGAL OR ENFORCEMENT REQUIREMENTS
g. to comply with, or in accordance with, an enactment of Alberta or
Canada;

h. in response to a subpoena, warrant or court order;
i. forlaw enforcement purposes;

j. for the supervision of an individual by a correctional authority, or to a
lawyer or student-at-law acting for an inmate;

k. to comply with the Maintenance Enforcement Act, or to the
Administrator of
the Motor Vehicle Accident Claims Act;

I. to an Officer of the Legislature if required for their duties;

OPERATIONAL REQUIREMENTS
m. to an officer or employee of Wheatland County if necessary for their
duties;

n. to an officer or employee of another public body if necessary for
planning, managing, delivering, monitoring or evaluating a common or
integrated program or service;

0. to enforce a legal right, or to collect a fine or to make a payment, or for
court and quasi-judicial proceedings;

p. to verify an individual’s suitability or eligibility for a program or benefit;
g. to comply with the public interest disclosure provisions;

r. to the Auditor General or any other prescribed person for audit purposes;
s. to another public body for the authorized purposes of data matching;

HUMAN RESOURCES
t. to a union representative, with the consent of the individual;

u. for the management of personnel;

PUBLIC DISSEMINATION AND RESEARCH
v. to the Provincial Archives of Alberta or to Wheatland County archives or
another public body archives for archival preservation purposes;

w. for research or statistical purposes, under agreement;
X. when the information is available to the public.

(c) Wheatland County employees disclose only the amount and types of personal
information as required to perform their assigned duties.

(d) If there is no authority for the disclosure, the information cannot be disclosed. If
the individual making the request for information wishes, they may make a formal
ATIA Request.



(e) Wheatland County will not sell personal information under its custody or control in
any circumstance or for any purpose.

(5) RESEARCH DISCLOSURE
(a) Personal information may be disclosed for statistical or research purposes, only if:

a. research cannot reasonably be accomplished in a non-identifiable form
or is approved by the OIPC;

b. data matching resulting from the disclosure is not harmful to the
individuals the information is about and the benefits are clearly in the
public interest;

¢. Wheatland County has approved conditions relating to security and
confidentiality, removal or destruction of individual identifiers, and
prohibition of any subsequent use or disclosure without authorization;
and

d. all of the conditions are set out in a written research proposal and
agreement using Schedule B and Schedule C, where applicable.

(6) DATA-MATCHING AND NON-PERSONAL DATA

(a) Wheatland County may data-match personal information between two or more
information sources to create new data derived from personal information, and
may create non-personal data from identifiable personal information, only for the
purposes of:

a. research and analysis; or

b. planning, managing, delivering, monitoring or evaluating a program or
service.

(b) For the purposes of data matching, Wheatland County:
a. does not collect personal information directly from the individual;
b. may collect personal information from another public body;
c. may use personal information under its custody and control.

(c) Wheatland County implements human oversight, auditing and validation
measures for systems used for creating data derived from personal information or
non-personal data to ensure the accuracy and reliability of the data.

(d) Wheatland County retains and uses data derived from personal information only
for the purpose for which it was created and as long as reasonably necessary to
enable Wheatland County to carry out that purpose.

(e) Wheatland County discloses data derived from personal information only

a. to the other public body from which data matched personal information
was collected, for the purpose it was created;



b. to the Office of Statistics and information for the purposes of The Office
of Statistics and Information Act.

(h) Wheatland County uses non-personal data for any purpose and discloses non-
personal data to anyone other than another public body only under agreement
containing the required conditions, including prohibiting re-identification of
individuals.

(i) Wheatland County is not restricted from disclosing reports, summaries, or other
publications containing non-personal data that is in aggregate or statistical form.

PROCESSES
CONSENT STANDARDS

(a) Wheatland County can only request the consent of the individual for use or
disclosure of their personal information, not for collection.

(b) Individual consents for use or disclosure of personal information must include:

a. the identity of the individual or authorized representative providing the
consent;

b. the purpose for which the information is being disclosed and how it can
be used;

c. the personal information to which the consent relates;
d. the identity of the third party to whom the information will be disclosed;

e. an acknowledgement that the individual providing the consent has been
made aware of the reasons why the information is needed and the risks
and benefits to the individual of consenting or refusing to consent;

f. the date the consent is effective and the date, if any, on which the
consent expires; and

g. astatement that the consent may be revoked at any time by the
individual providing it.

h. an attestation affirming the consent or revocation by the individual or
authorized representative.

(c) A consent or revocation of consent is authenticated by the signature of the
individual providing consent. Signatures are in writing either manually or
electronically.

(d) Electronic signatures are considered valid only if the level of electronic
authentication is sufficient to confirm the identity of the individual who is granting
or revoking the consent.

(e) Oral consent is not routinely accepted by Wheatland County. Should oral consent
be implemented, Wheatland County will ensure the consent adheres to the
requirements of the POPA Regulation, including a recording of the consent.



(f) Wheatland County may use the Consent Form attached as Schedule D, or another
form approved by the ATI Coordinator, to document consent for the use or
disclosure of personal information.

RESEARCH PROJECT AGREEMENTS

(g) Researchers are required to submit a Research Proposal (Schedule B) for
consideration and approval by the ATI Coordinator.

(h) Wheatland County discloses personal information for research purposes only if
the recipient signs an agreement (Schedule C).

(2) NON-PERSONAL DATA BEST PRACTICES AND REQUIREMENTS
(a) Wheatland County develops and implements standards and techniques:

a. to locate and remove direct and indirect identifiers in personal
information to create non-personal data; and

b. to ensure to a reasonable standard that individuals cannot be re-
identified within the non-personal data by unauthorized users.

(b) When creating non-personal data, and before it is used or disclosed, Wheatland
County:

a. verifies the effectiveness of methods used;
b. ensures that methods used can be replicated for audit purposes;
c. identifies the occurrence and source of potential bias in the data; and

d. ensures accuracy and completeness of data if it is used to inform
decisions about programs or services.

(c) Wheatland County assesses and records the risk and mitigations of risks of its de-
identification standards and techniques resulting in re-identification. As part of
this assessment Wheatland County considers:

a. whether the non-personal data can be matched with other public or
internal datasets or sources;

b. whether the number of de-identified individuals in an aggregate or cell
associated with specific attributes is too small;

c. whether there are too many other attributes associated with the de-
identified individual;

d. whether geolocation data (place and time) are included as attributes
associated with the de-identified individual.

(d) Whenever non-personal data is created from personal information under its
custody or control, and before it is used or disclosed, Wheatland County records
and maintains in a register:

a. a description of the personal information or data derived from personal
information used to create the non-personal data;



b. the purpose for creating the non-personal data;
c. the method used for creating the non-personal data;
d. the security classification of the data; and

e. the assessment completed to ensure that the identity of the individual
who is the subject of the non-personal data cannot be identified or re-
identified from the data.

(3) ARTIFICIAL INTELLIGENCE

(a) Refer to Policy 4.2.13 Artificial Intelligence Policy in the Information, Security, and
Technology policies.
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Subject to limited and specific exceptions, individuals have a right of access to information that
is in the custody or control of Wheatland County. Further, individuals have a right to request
correction or amendment of information about themselves. This policy is intended to define a
process for facilitating requests for access to personal information, or to correct or amend
personal information.

POLICY

(1) RECEIVING AND FACILITATING REQUESTS

(a)

(b)

(c)

(e)

Requests for access to Wheatland County information can be made by any
individual or organization (the applicant), regardless of location or status. A public
body may not make a request to another public body.

Wheatland County responds to right of access requests openly, accurately and
completely and will:

a. engage with applicants to allow them to clarify their request so it can be
processed

b. respond to questions in plain language, and,
c. assist applicants in adjusting requests so they can be processed.

Wheatland County does not deny access to information based on the applicant’s
reason or purpose for the request.

Requests for information under ATIA may contain personal information of the
applicant, which will be protected and managed in accordance with POPA.

Once the applicant has met the requirements to make a request, Wheatland
County has 30 business days to respond, unless the request has been abandoned,
disregarded or transferred, or if the time limit is extended in accordance with
ATIA.



(2) EXCLUDED RECORDS

(a) Some records that are in the custody or control of Wheatland County are excluded
from the ATIA and do not have to be considered relevant or released as part of a
right of access request. However, Wheatland County may choose to release this
information as part of a request under specified circumstances. Excluded records
include:

a. Records designated by Wheatland County as available without a request;

b. Court and administrative support records created or received by the
courts of Alberta, including justices of the peace;

c. Records created or received by officers of the Alberta Legislature,
including the Office of the Information and Privacy Commissioner, Ethics
Commissioner, Auditor General, and the Public Interest Commissioner;

c. Records and copies of records from a provincial or public body registry office,
including the Personal Property Registry, Corporate Registry, Motor Vehicles Registry,
Land Titles Office, and the Vital Statistics Registry;

d. Records in the custody or control of the federal, provincial or territorial government
and their agencies;

e. Personal or constituency records of an elected or appointed member of the
governing body of Wheatland County.

(b) These excluded records can only be used or disclosed with the consent or
permission of the individual or organization:

a. Records from private sector donors that are preserved in Wheatland
County archives for historical research purposes.

(c) Data derived from personal information and non-personal data cannot be released
in response to a right of access request.

(3) DISREGARDING REQUESTS

(a) Wheatland County disregards a right of access request only in exceptional
circumstances when:

a. the information requested is already available to the applicant or to the
public;

b. after initial requests from Wheatland County for clarification, the
applicant has not provided enough detail to make it comprehensible or to
locate the requested information;

c. the request has been made repeatedly, as part of a pattern of conduct
that is systemic, regular and deliberate;

d. the applicant makes use of abusive, threatening, or harassing language or
actions during the application or facilitation process; or

e. the request is abusive, threatening, frivolous or vexatious.



(b) The applicant is informed of the reasons for disregarding the request and the right
to ask the Commissioner to review Wheatland County’s decision.

(4) SEARCHES FOR RELEVANT RECORDS

(a) Wheatland County makes every effort to identify and retrieve for review all
records in its custody or control that are relevant to an applicant’s request. This
will include information in any location and format and on any devices, accounts
and platforms not owned by Wheatland County, that was created or received by
employees and contractors to support their functions as Wheatland County
officials.

(b) The search for records relevant to an applicant’s request includes all electronic
records that can be accessed or produced using normal computer hardware,
software and technical expertise and would not unreasonably interfere with its
operations. This includes:

a. reports or extracted data sets from existing databases that can be
constructed and generated using existing software and expertise, but
does not include the creation of information that is an analog summary,
analysis, consolidation or digest of existing information that did not exist
prior to the request;

b. emails, text messages, and social media posts sent or received on any
account or platform that were created or received to support functions
and activities of the public body.

(c) Wheatland County Privacy and Access officials responsible for responding to a
request are authorized to access and retrieve for review any personal or general
information on any device or platform that is required to identify, retrieve records
relevant to a request.

(5) REVIEWING AND WITHHOLDING INFORMATION

(a) Wheatland County only withholds information relevant to the request when it is
determined that mandatory or discretionary exceptions to the right of access
apply to the records requested.

(b) Wheatland County must refuse to disclose information in response to a right of
access request if the release would be:

a. harmful to business interests of a third-party business;
b. an unreasonable invasion of a third party's personal privacy; or

¢. harmful to provincial Cabinet and Treasury Board confidences, as long as
the information is in a record for less than 15 years or result in the
release of a record that was submitted to or prepared for submission to
the Executive Council, the Treasury Board or one of their committees, or
was created on or on behalf of any of the above.



(c) Wheatland County may refuse to disclose information in response to a right of
access request if the disclosure could reasonably be expected to:

a.

threaten anyone’s safety or mental or physical health; interfere with
public safety; or cause an applicant to do immediate and grave harm to
themselves or others;

reveal confidential evaluations conducted pre-hire or pre-contract award;
harm a law enforcement matter;

harm a workplace investigation;

harm inter-governmental relations;

reveal local public body confidences, including drafts of bylaws,
resolutions, legal instruments and the substance of deliberations of in-
camera meetings;

reveal advice, proposals, recommendation, analyses or policy options
developed by or for the public body;

cause harm to the economic interests of Wheatland County or the
Alberta Government;

reveal information relating to testing or auditing procedures;
reveal legally privileged information;
cause harm to conservation of heritage sites; or

reveal information that is already or will be made available to the public
within 60 business days.

(6) PUBLIC HEALTH AND SAFETY OVERRIDE

(a) Wheatland County discloses without delay, to the public, a group of people, an
individual, or an applicant, any information that Wheatland County has about a
risk of significant harm to the environment or to the health and safety of the
public, a group of people, an individual or an applicant.

Before disclosing the information Wheatland County must, where practicable,
notify any third party to whom the information relates, give the third party an
opportunity to make representations relating to the disclosure and notify the
Commissioner.

(7) THIRD PARTY REVIEWS

(a) Wheatland County notifies and requests advice from affected third parties when it
is unclear whether the relevant records hold information that, if released, would

be:

a. harmful to business interests of a third-party business;

b. an unreasonable invasion of a third party's personal privacy.



(8) REQUESTS FOR CORRECTION OR AMENDMENT OF PERSONAL INFORMATION

(a)

(b)

PROCESSES

Individuals may request correction or amendment of their own personal
information in the custody or control of Wheatland County.

Wheatland County will not amend professional opinions that are made by
employees that have the competency to make them.

(1) RIGHT OF ACCESS INTAKE

(a)

(b)

(c)

(d)

()

(f)

(2) FEES
(a)

Requests to access information where there is clearly no requirement or
allowance to withhold or sever any of the requested information are provided as
soon as possible outside of the right of access process.

Requests for access to information from an individual applicant that may involve
review and severing must be in writing to Wheatland County ATl Coordinator or
designate. Oral applications are accepted if the applicant has a physical disability
or if their command of English is limited. These special applications must be
completed through the ATI Coordinator.

All requests for access to information or correction that require the formal process
are directed to the ATI Coordinator for response, who formally acknowledges
receipt of request.

Applicants making requests for information may be required to provide sufficient
information to verify their identity and authorize access to the information. Any
such information provided is used for these purposes only.

The ATI Coordinator acknowledges receipt of the request to the applicant and
informs them of the process and the 30 business day timeline involved in
responding to the request.

The ATI Coordinator will engage with applicants to ensure that the request
provides enough clarity and detail to identify and locate the requested records
within a reasonable amount of time and effort. If the ATI Coordinator requests
further detail and clarification, the applicant must respond within 30 business days
or the request will be considered abandoned.

Within 15 business days after Wheatland County receives a request, the ATI
Coordinator may transfer the request and if necessary, the record to another
public body if the record was produced by or for the other public body, the other
public body was the first to obtain the record or the record is in the custody or
control of the other public body. The ATI Coordinator will notify the applicant of
the transfer.

Information requested is identified as either “personal information” or “general
information.” Fees for access to information requests are charged in accordance
with Wheatland County’s applicable Master Schedule of Fees Bylaw, as amended
from time to time.



(b) There is no administration fee for applicants requesting access to their own
personal information. However, fees may be charged for reproduction of
information, if required, and only when the estimated costs exceed $10.00.

(c) A $25.00 administration fee is charged for requests for general information and is
non-refundable. A $50.00 administration fee is charged for continuing general
information requests. Additional fees may be charged for reformatting,
reproduction, disclosure preparation or transmission of information for general
requests, only when the estimated costs exceed $150.00.

(d) The ATI Coordinator creates an estimate of the fees and provides it to the
applicant. The applicant must decide to either accept the estimated cost, to revise
or cancel their application, or to request a waiver of all or part of the fees. The
applicant must respond within 30 business days or the request will be considered
abandoned.

(e) If the applicant requests a waiver of fees, the ATI Coordinator may waive all or
part of the fees if a) the applicant cannot afford the payment, b) the records relate
to a matter of public interest, or c) for any other reason by which it is deemed fair
and reasonable in this particular case. The ATl Coordinator responds to a request
for waiver of fees within 30 business days.

(f) The applicant is required to pay, if applicable, the $25.00 administrative fee
and/or a deposit of 50% of the estimated fees before the records are processed.
The request will not be processed until the initial required fees are paid.

(g) Regardless of the fee estimate, Wheatland County only charges fees beyond the
initial administrative fee that reflect the actual costs incurred.

(h) After the request intake fee requirements have been met, the ATl Coordinator or
designate identifies, retrieves and reviews the requested records to determine
where mandatory or discretionary exceptions to the right of access apply.

(i) The ATI Coordinator or designate identifies and initiates searches functions,
business units, employees, and information repositories that may hold records
relevant to the request.

(i) The ATI Coordinator or designate reviews on a line-by-line basis and severs words
or portions of the record according to the mandatory or discretionary exceptions
to the right of access. The reviewer may consult with appropriate employees to
determine the application of severing.

(3) THIRD PARTY REVIEWS

(a) If the ATI Coordinator decides that affected third parties need to be consulted to
determine the application of mandatory exceptions, the third parties are
identified and contacted as soon as practicable.

(b) The notification to the third party provides:

a. a notice that a request has been made for information that would affect
them as a third party;



b. a copy of the information;

c. arequest to advise the ATI Coordinator to either disclose the
information or explain why the information should not be disclosed.

(c) The third party must respond to the notification and request within 20 business
days.

(d) The ATI Coordinator also notifies the applicant that a third party has been notified
and that a decision about the application of exceptions will be made within 30
business days from the date of notice to the third party.

(e) When the ATI Coordinator decides on whether or not to disclose the information
after consultation with a third party, both the applicant and third party are
notified.

(f) The third party may ask the Commissioner to review the decision to disclose the
information within 20 business days after the notice of decision is submitted to
the third party.

(4) RESPONSE TO APPLICANT

(a) Having completed a review of the records, the ATl Coordinator ensures that
information subject to any of the exceptions to access in the Act is severed from
the record prior to the record being disclosed to the applicant, with annotations or
explanations identifying which exception has been applied to the specific
information severed.

(b) The final response will include the requested records, an explanation for all
information severed, and that the applicant has a right to review the decision to
withhold information with the Information and Privacy Commissioner.

(c) Requested information will be provided in a form that is generally understandable.
Wheatland County will endeavor to explain the meaning of the content, codes and
abbreviations included in the applicant’s record to the extent that it is reasonably
practical.

(d) The final response with relevant records will not be released to the applicant until
all outstanding fees are received, including the remaining 50% of the fee estimate
adjusted to the actual costs incurred.

(e) If applicants request to view original records in person, to preserve the integrity of
the record and ensure that documents are not removed from Wheatland County,
a designated Privacy and Access official will be present to supervise during the
entire period of consultation.

(5) TIME LIMITS FOR RESPONDING TO A REQUEST

(a) Wheatland County responds to right of access requests within 30 business days of
the receipt of the request.

(b) The 30 business day timeline is suspended for the time between submission of a
fee estimate to the applicant and the applicant’s acceptance of the estimate,
amendment or Wheatland County decision to waiver of fees.



(c)

(d)

(e)

(f)

The response time may be extended for an additional 30 business days, if:
a. the applicant agrees to the extension; or

b. the volume of records is large and more time is needed to process the
request; or

c. more time is needed to consult with a third party, another public body or
another entity;

If the response time is extended, the ATl Coordinator notifies the applicant of the
reasons for the extension, when a response can be expected, and that the
applicant may make a complaint to the Commissioner about the extension.

The timelines are automatically extended in:

a. third party reviews to accommodate time required to complete the
process;

b. an emergency, disaster or other unforeseen event that results in
unplanned operational closure of interruption. In this case, the ATI
Coordinator notifies the Commissioner as soon as possible of the
operational closure, the anticipated re-opening, and when the re-
opening occurs.

The ATI Coordinator may extend the date of response for an additional period of
time, as required, for the same reasons.

(6) CORRECTION OR AMENDMENT REQUEST PROCESSES

(a)

Requests from individuals to correct / amend basic information about themselves
(e.g. change of name or address) are handled as a routine correction of
information, so long as the information is clearly limited to factual corrections that
can be verified immediately.

Wheatland County employees take reasonable steps to verify the identity of the
individual or authorized representative before processing the request. This may
involve reviewing a driver’s license or other identification.

Formal requests to correct or amend information subject to review must be in
writing to Wheatland County ATI Coordinator. An individual may request the
correction of another person’s information only if they have that person’s signed
consent or they can prove they are the person's legal representative.

All formal requests for correction are directed to the ATI Coordinator for response,
who formally acknowledges receipt of request.

Wheatland County responds to formal requests for correction of personal
information within thirty (30) business days of receipt of the request.

If corrections or amendments are made, the original information is not deleted
but retained and marked as incorrect, for example, by crossing out.



(g) Wheatland County informs the applicant in writing of the refusal or acceptance of
the request, the reason(s) for the refusal, and any recourse the individual may
have to challenge Wheatland County’s decision.

(h) If the request for correction or amendment is refused, Wheatland County
annotates the record with reference to the requested correction or amendment.
This may be done by linking the record electronically to the annotation
information.

(i) The ATI Coordinator notifies other organizations or agencies to whom the
information was disclosed that a correction has been made, or that an annotation
has been filed, unless the correction is not reasonably expected to impact on the
ongoing provision of services.

(7) INDIVIDUAL CHALLENGES TO REQUEST RESPONSES

(a) Individuals are encouraged to bring any concerns or issues concerning responses
to requests and compliance with this policy to the ATI Coordinator for discussion
and mediation. Formal complaints regarding a request will be handled in
accordance with the Complaint Resolution policy. For all requests, applicants will
be advised of their right to request a formal review of the access process and the
records by the Office of the Information and Privacy Commissioner of Alberta.
Requests for review by the regulator must be made within 60 business days of the
release of the records.
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Policy Number:
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POLICY

(1) SUBMISSION

Complaint Resolution
4433

Information Services
June 2, 2026

June 2, 2026

N/A

N/A

(a) Members of the public may submit a complaint in writing to Wheatland County for
investigation and resolution. Verbal complaints will not be treated as formal
complaint submissions by Wheatland County.

(b) Complaints may concern any decision, act, or failure to act by Wheatland County
in a formal access to information request or in the protection of personal
information, data derived from personal information, and non-personal data
under Wheatland County’s custody or control or by a Wheatland County
employee, including:

a.

f.

a contravention in the creation, collection, use, or disclosure of personal
information, data derived from personal information, or non-personal
data;

a refusal, without justification, to a correction of personal information;

. the actual or attempted re-identification, by any person, of non-personal

data;

. failure by a Wheatland County employee to provide a duty to assist;

. a contravention in the application of a time extension in a formal access

request;

the inappropriate levy of a fee applied in a formal access request.

(c) Complaints related to unauthorized disclosure, use, destruction, loss, removal or
modification of personal information will initiate the privacy breach response
process, which may proceed in conjunction with the complaint process.

PRINCIPLES OF INVESTIGATION AND RESPONSE



(d) The ATI Coordinator receives, processes, investigates, and responds to complaints
under ATIA and POPA made to Wheatland County.

(e) If an investigation is required to establish findings for a complaint, Wheatland
County uses generally accepted investigative methods to obtain the most effective
results while respecting the rights, privacy, and dignity of the complainant and any
employees involved. Complaint investigations will, as required, incorporate the
following methodologies:

a. Keep investigation information confidential to protect the privacy of the
complainant and any individuals investigated and to maintain the
integrity of the investigation;

b. Use surveillance or monitoring data to establish past or current actions
on an as-needed basis;

c. Examine or confirm the veracity of facts or statements, sometimes using
third party witnesses;

d. Base findings and conclusions on balance of probabilities.

(f) Records created, collected, or processed as part of a complaint investigation are
classified according to the Information Security Classification system and will not
be provided as part of the complaint response. Requests by the complainant for
investigation records associated to the complaint will be treated as a formal
access to information request, and records will be handled according to that
process.

(g) The complaint investigation is an administrative rather than a disciplinary process.
Once the findings are determined, it is the responsibility of Management and
Human Resources to determine the appropriate disciplinary action for employees
involved, if any.

RESPONSE

(h) Wheatland County acknowledges, in writing, receipt of the complaint. All
acknowledgements of submission will include:

a. reference to the initial complaint;
b. an internal assigned file number; and

c. the estimated date of response, within 30 business days of the date the
complaint was received.

(i) Wheatland County provides responses in writing, containing the findings of the
ATI Coordinator, to all formal complaint submissions.

(j) Response time is dependent on the need for an investigation and the complexity
of the associated investigation.

(k) The complaint response will include the following:

a. the internal assigned file number;



b. a copy of the original complaint submission and a list of any records the
complainant submitted with the complaint;

c. the findings of the ATI Coordinator and the reason for the findings or a
statement of justification; and

d. contact information for the Office of the Information and Privacy
Commissioner and directions for submitting a request for review to the
Commissioner.

PROCESSES
(1) RECEIVING SUBMISSIONS

(a) The ATI Coordinator reviews the submitted complaint to establish if it is
submitted under ATIA or POPA and assign an internal file number (Schedule H):

a. if the complaint is submitted under ATIA, identify the associated access
request number and the employee who processed the request.

b. if the complaint is submitted under POPA, identify, if necessary, the
associated record(s), employee(s), department(s), information system(s),
or events connected to the complaint.

(b) If the scope or nature of the complaint is unclear, the ATl Coordinator will contact
the complainant to clarify it.

(2) ACKNOWLEDGE RECEIPT OF SUBMISSION

(a) Respond to the complainant, acknowledging receipt of submission, and providing
an estimated date of response that is 30 business days from the date received.

(3) INVESTIGATION AND ANALYSIS

(a) The ATI Coordinator determines the scope and nature of the complaint and
records the investigation scope as part of the complaint investigation file.

(b) Based on the context of the complaint, the ATI Coordinator will collect and
review any records associated to the complaint event that may provide additional
context or relevant information. Records that are reviewed as part of the
investigation are logged and indexed as part of the complaint investigation file.

(c) The ATI Coordinator will review the complaint with any employees associated
with it. If more than one employee is associated with the complaint, the ATI
Coordinator will engage each employee individually. Interviews will begin with
the employee most closely involved in the event. Relevant factual information
from the interviews may be recorded as part of the complaint investigation file.

(d) The ATI Coordinator will analyze the information from the complaint, associated
records, and any interviews conducted to determine the findings of the
investigation. Findings are based on a balance of probabilities.

(e) Record the findings and any related information that informs the findings as part
of the complaint investigation file. If it is determined through the findings that



remediation actions are required, document the steps that will be taken and the
date those actions will be performed.

(4) FINAL RESPONSE

(a) When the findings of the investigation are determined, a final written response
using Schedule | will be provided to the complainant in accordance with this

policy.

(b) If the findings include remediation actions, the actions that will be performed and
a date of completion will be provided to the complainant as part of the findings in
the written response.

(5) RESOLUTION

REMEDIATION AND PREVENTION

(a) Depending on the investigation findings and any identified risks regarding the
creation, collection, use, disclosure of personal information, data derived from
personal information, and non-personal data, the ATl Coordinator may identify
further administrative, technical and physical safeguards that can be
implemented to modify or prevent future contraventions in Wheatland County
systems, processes, and employee behaviours. This may include employee or
user training, introduction of additional security technology, or upgrade to
facilities or infrastructure.



Policy Name: Privacy Breach Response

Policy Number: 4434

Policy Owner: Information Services
Adopted Date: June 2, 2026
Effective Date: June 2, 2026

Date Last Amended: N/A

Date Last Reviewed: N/A

POLICY

(1) DEFINITION

(a) A Privacy Breach (breach) is an unauthorized disclosure, use, destruction, loss,
removal, or modification of information in the custody or control of Wheatland
County. Events are considered unauthorized by reference to access, privacy and
security policy and/or legislation. A breach may be accidental or the result of a
deliberate act.

DETERMINING LEVEL OF RESPONSE

(a) The severity of the breach determines the nature of the response reporting
structure, remedial action, and the investigation process. In the response
process, severity is based on:

a. The security classification of the information, which takes into account
potential and real harm to individuals and organizations;

b. The internal and external scope and scale of the breach;
c. The known relationship of the recipients to subject individuals; or
d. The intentionality of the cause.

(b) Levels are determined when any of the designated classes and circumstances
apply as indicated in Step 1 Identifying and Reporting Breach, which incorporates
an assessment of the real risk of significant harm as a result of the breach.

INVESTIGATION PRINCIPLES

(a) Wheatland County uses generally accepted investigative methods to obtain the
most effective results while respecting the rights, privacy, and dignity of persons
being investigated. Investigations will, as required, incorporate the following
methodologies:



e.

. Keep investigation information confidential to protect the privacy of

individuals investigated and to maintain the integrity of the
investigation;

Use surveillance or monitoring data to establish past or current actions
on an as-needed basis;

Examine or confirm the veracity of facts or statements, sometimes using
third party witnesses;

. Inform participants of their status and the progress of the investigation

as fully and quickly as possible so long as it does not jeopardize the
integrity of the investigation;

Base findings and conclusions on balance of probabilities.

(b) The breach investigation is an administrative rather than a disciplinary process.
Once the report is delivered, it is the responsibility of Management and Human
Resources to determine the appropriate disciplinary action.

PROCESSES

(1) IDENTIFICATION AND REPORTING

(a) When a breach level is identified, report the incident to your manager and the
ATI Coordinator within the Step 1 timelines in the Privacy Breach Procedures
Table (Schedule F). If unable to determine the level of the breach, contact the ATI
Coordinator immediately.

(b) The ATI Coordinator will open and document the breach using the Privacy Breach
Response Form (Schedule G) and will document the initial facts of the breach as
much as possible within the timelines available:

a.
b.

C.

d.

e.

f.

g.

Dates of breach and report
Responsive actions taken so far

Nature of the breach: unauthorized collection, use, disclosure, loss, loss
of access, or modification

Custody and control of the information breached
Extent and scale: distribution, location and volume of information
Known causes and recipients

Employees, individuals and organizations involved

ASSIGNING RISK LEVEL

(a) When a breach has been discovered, determine the level of the incident
according to Privacy Breach Procedures Table (Schedule F). The highest level
where any one of the classes and characteristics apply is the identified Level of
the breach.



(b) Level 1 Low:
a. Internal (1) class information:
The recipients or causes of the breach are internal (an employee or
contracted service provider) or external (someone outside Wheatland
County).

b. Confidential (C) class information:
The recipients or causes of the breach are internal only and recipients of
the breached information do not know or have a relationship with any of
the subject individuals involved.

c. Confidential (C) class information:
The cause of the breach does not appear to be intentional.

(c) Level 2 High:

a. Confidential (C) class information:
The recipients or causes of the breach are external, involving persons
who are not employees or contracted service provider.

b. Confidential (C) class information:
The recipients or causes of the breach are internal and recipients of the
breached information likely know or have a relationship with subject
individuals involved.

c. Confidential (C) class information:
The cause of the breach appears to be intentional.

d. Restricted (R) class information
The recipients or causes of the breach are internal (an employee or
contracted service provider) or external (someone outside Wheatland
County).

(d) Level 3 Critical:

a. Restricted (R) class information
The recipients or causes of the breach are external, involving persons
who are not employees or contracted service providers.

CONTAINING THE BREACH

(a) At this stage, Wheatland County uses all available means to ensure that
Wheatland County information in the custody of unauthorized parties is returned
to Wheatland County and/or destroyed irrevocably. If the recipient is
uncooperative, this may involve legal action.

(b) REPORTING

c. Depending on the level and nature of the breach, IT, Wheatland County
leadership and the police are informed.

OFFICE OF THE INFORMATION AND PRIVACY COMMISSIONER (OIPC) AND
GOVERNMENT OF ALBERTA



(a) Wheatland County informs the Office of the Information and Privacy
Commissioner of Alberta of all Level 2 or 3 breaches that involve personal
information, using the OIPC online process and any process established by the
Ministry of Technology and Innovation.

(b) Level 1 breaches are generally not considered severe enough to pose a real risk of
significant harm to an individual. However, each incident will be reviewed to
confirm this status.

NOTIFICATION OF SUBJECT INDIVIDUALS

(@) Wheatland County will notify identified subject individuals affected by all Level 2
or 3 breaches. Subject individuals affected by Level 1 will be notified if required
by OIPC.

(b) Notifications involving large numbers of subject individuals and/or individuals for
which contact information is unavailable may require the use of public media.

INVESTIGATION PROCESS

(a) Establish and confirm:

Q

. Dates of breach and report
b. Responsive actions taken so far

c. Nature of the breach: unauthorized collection, use, disclosure, loss, loss
of access, or modification

d. Custody and control of the information breached

e. Extent and scale: distribution, location and volume of information
f. Known causes and recipients

g. Employees, individuals and organizations involved

(b) Investigations establish facts based on evidence collected in documentation,
interviews and forensics. Timelines to complete the investigation follow the
standards based on level of breach in the Privacy Breach Procedures Table
(Schedule F).

FINDINGS

(a) As the outcome of the investigation, the ATl Coordinator will report findings on
the causes, continuing risks of the breach and notification activities completed.
Findings are based on a balance of probabilities determination.

REPORT DISTRIBUTION

(a) If Police are investigating the breach for criminal enforcement purposes,
coordinate activities with officers involved.

(b) Investigative reports are distributed to Leadership and IT, HR, OIPC and the Police
as required. Subject Individuals are given a summary of the findings in



accordance with Wheatland County Collection, Use, Disclosure and Right of
Access policies.

REMEDIATION

(a) Remediation may have been started when immediate efforts were made to
contain the breach. The investigative report will identify any further gaps or
weaknesses in information security that directly or indirectly caused the breach
and recommend immediate measures to close the gaps. Implementation and
effectiveness of the remediation need to be tracked.

PREVENTION RECOMMENDATIONS

(a) The investigative report will identify further administrative, technical and physical
security measures that can be implemented to prevent such breaches in the
wider systems, processes and behaviours. This could include employee or user
training, introduction of additional security technology, or upgrade to facilities.

DISCIPLINE

(a) Depending on the nature and significance of the breach, the role of employees
involved, and the information security policy in place, Wheatland County can take
disciplinary action against an employee who has violated Wheatland County
policy or applicable legislation. This will be passed to Leadership and Human
Resources for resolution.



Schedule A to Policy 4.4.3 — Unreasonable Invasion of Privacy Guidelines

There are several major factors to consider when deciding whether disclosure of personal information to
someone who is not the person who is the subject of the information is unreasonable.

Step 1: Confirm the personal information

First, make sure that the information you are reviewing is personal information of a third party according
to the personal information definition.

Step 2: Not an unreasonable invasion of personal privacy

Second, determine whether disclosing the personal information is NOT an unreasonable invasion of
privacy. This is the case for the following types of information:

e Business title, address, or telephone number of an individual;

e Opinions contained in work product;

e Wheatland County employee classification, salary range, responsibilities, discretionary benefits;
e Information released 25 years after the death of the individual;

e Details of a license, permit, discretionary benefit given by Wheatland County to an individual.

e The following personal information, so long as the individual has not expressly requested
otherwise:

a. Enrolmentin a school
b. Attendance at public event related to Wheatland County
c. Receipt of honour or award from public body

Step 3: Presumed unreasonable invasion of personal privacy

Third, for all other personal information, determine when disclosure is otherwise presumed to be an
unreasonable invasion of privacy, by record types that document information about the individual:

e Maedical, psychiatric or psychological records;

e Law enforcement records;

e Income or social assistance eligibility;

e Employment or educational history;

e Personal tax, banking or credit card details;

e Personal/personnel evaluations or recommendations, references;

e Names with other personal information, or on its own if it reveals identifiable personal,
information; or

e Racial, ethnic, religious or political details.



Step 4: Other factors to consider

Fourth, if it helps to confirm your decision to disclose or not disclose the personal information, take into
account the following considerations:

1. These factors would weigh in favour of disclosing personal information:

a) advances public scrutiny;

b) promotes public health and safety or the protection of the environment;

c) provides a fair determination of the applicant's rights; or

d) assists in researching or validating claims, disputes or grievances of aboriginal people.
2. These would weigh in favour of withholding the personal information:

a) the third party is exposed unfairly to financial or other harm;

b) the personal information was supplied in confidence;

c) the personal information is likely inaccurate or unreliable; or

d) the disclosure would unfairly damage the reputation of any individual.

Step 5: Disclosure allowance

Finally, check to determine if POPA allows Wheatland County to disclose the personal information for the
specific allowable circumstances listing in the Disclosure of Personal Information section. If the
circumstances are applicable to the case, you may or, in the case of an ATIA access request, you would be
required to disclose the personal information.



Schedule B to Policy 4.4.3 - Research Proposal Form

WH EATLAND

COUNTY

PROPOSAL

Access to Personal Information for Research or Statistical Purposes

1. Researcher

Lead Researcher Name

Organization (if applicable)

Position within organization

Academic Advisor (if student)

Lead Researcher Contact Information

Address Email Phone
2. Research Project Description
Project Title
Purpose and Objectives of the Project
Records Requested containing Personal Information Identifying De-identified (Y or

(Y orN) N)




Duration of Access
Expected period of time during which access to the personal information will be required

Requirement for individually identifying personal information
Explain why identifying personal information is required to achieve the purposes and objectives of the project.

Data-matching
Explain if and how any personal information will be matched or linked with other data sets to create new information. If
so, also explain how the data-matching a) is not harmful to subject individuals and b) is clearly in the public interest.

Other project members requiring access to personal information

Records Name and Project Role

3. Privacy and Security



Applications/Platforms

List the major platforms and applications that will be used to store, transmit and process the personal information,
including cloud storage and access. List information that will be in paper/microform format. Describe security
measures used to secure applications or platforms against unauthorized disclosure or l0ss.

Devices/Locations

List the types and number of electronic devices that will be used to access, store or process the personal information
and any restrictions on where and how they will be used. Describe security measures used to secure devices against
unauthorized disclosure or loss.

For paper formats, describe the location where the information will be stored and accessed and the measures in place
to security the records within the location.

Policy and Procedures
Attach any privacy and security policies and procedures the research team will follow in handling and processing the
personal information

Additional Privacy and Security Measures

4. Data Minimization
De-identification
List how and when personally identifying records will be de-identified.

Records Method Date

Describe measures used to ensure that de-identified information cannot be re-identified by reference or linkage to
other available data sources. If re-identification needs to be maintained for the purposes of the research, what are
the measures in place to prevent unauthorized re-identification.

Return and/or Destruction of Information
List how and when information will be returned to public body and/or irrevocably destroyed

Records Return or Method Date
Destruction

5. Attestation and Approval

By signing this proposal, the Lead Researcher affirms that the information submitted is, to the best of their




knowledge, accurate and complete.

Signature of Lead Researcher Date

Public Body Review and Approval

ATI Coordinator Signature Date

Functional Area Representatives Signatures Date
Representatives from functional areas who manage the identified records




Schedule C to Policy 4.4.3 - Research Agreement Form

WH EATLAND

COUNTY

\j

AGREEMENT

Access to Personal Information for Research or Statistical Purposes

BETWEEN:
Wheatland County (Organization)
AND

[Name of Researcher] (Researcher)

The Researcher agrees to following terms and conditions for accessing personal information based on the
standards and descriptions set out in the approved Research Proposal attached as Attachment 1.

1. Research Proposal

a) Personalinformation will be used only for the identified research purposes.

b) Access to the personal information will be restricted to project members listed.
2. Privacy and Security Conditions

a) The Researcher will comply with the Protection of Privacy Act (Alberta) and the Organization’s
privacy and security policies and procedures.

b) Personalinformation will be stored and used in a secure location and under secure conditions, as
indicated.

c) Individual identifiers in the personal information will be removed or destroyed by the specified date.

d) The Researcher will not contact individuals to whom the personal information relates, directly or
indirectly, without the prior written authority of the Organization.

e) No personalinformation will be used or disclosed by the Researcher in a form in which the individual
to whom it relates can be identified, without the prior written authority of the Organization.

3. Breach of Agreement

a) The Researcher will notify the Organization immediately and in writing if and when a condition set out
in this agreement has been breached.



b) If the Researcher fails to meet the conditions of the agreement, the agreement may be immediately
cancelled, and the Researcher may be guilty of an offence under relevant legislation.

4. Attestations

Name and Role of Authorized Research Official

Signature Date

Signatures of other project members requiring access to personal information:

Name and Role

Signature Date

Name and Role

Signature Date

Name and Role

Signature Date

Name and Role

Signature Date



ATTACHMENT 1

Access to Personal Information for Research or Statistical Purposes Proposal
(Approved)



Schedule D to Policy 4.4.3 - Consent Form

CONSENT FOR USE OR DISCLOSURE OF PERSONAL INFORMATION

l, , consent to the release of
(Name)

, to

(Identify nature of personal information)

, for the purpose of
(Identify individual/organization to whom information is released)

(Indicate why information is being disclosed)

| acknowledge that | have been made aware of the reasons for the use, disclosure of the above
information, and the risks and benefits associated with consenting or not consenting to its release.

| understand that | may revoke my consent at any time, by providing a signed, written statement to
Wheatland County.

Signature: Print Name:

Date: Valid until (optional):




Schedule E to Policy 4.4.3 - Service Provider Agreement Example

AGREEMENT

Service Provider Access, Privacy and Security

BETWEEN:

(HEREINAFTER REFERRED TO AS ‘ORGANIZATION)

AND

(HEREINAFTER REFERRED TO AS 'SERVICE PROVIDER')

1. Principles

1.1

1.2

The privacy standards and conditions under which third-party service providers handle
ORGANIZATION personal information must comply with privacy legislation to which ORGANIZATION
is subject, including the Alberta Protection of Privacy Act, the Alberta Access to Information Act and
their regulations.

ORGANIZATION maintains adequate controls and accountability for the privacy and security of
personalinformation handled by third-party service providers.

2. Objectives

2.1

The objective of this agreement is to clearly articulate the privacy and security conditions and
requirements under which a third-party service provider handles ORGANIZATION personal
information in compliance with ORGANIZATION Privacy and Security Policy.

3. Definitions

3.1

Service Providers
Agents of ORGANIZATION who:

process, store, retrieve, or dispose of ORGANIZATION’s personal information;

strip, encode, or otherwise transform individually identifying personal information of ORGANIZATION
to create non-identifying personal information; or

provide information management or information technology services that involve handling of
ORGANIZATION’s personal information.



3.2

3.3

3.4

3.5

3.6

3.7

Information Security Measures

Equipment, facilities, systems, practices or other technical, administrative and physical security
measures that are implemented to protect the confidentiality and integrity of Service Information or
any other ORGANIZATION information that may be affected by SERVICE PROVIDER’S access to the
Service Information.

General Information
Service information that is not personal information.

Personal Information
Service information that provides information about an identifiable individual.

Representatives
Directors, officers, employees, partners, associates, agents, or other authorized persons of SERVICE
PROVIDER.

Service Information

Any and all general or personal information created or received by SERVICE PROVIDER in the course
of completing the Services described in 3.5. Service Information includes all such information,
whether written, electronic, magnetic or transmitted orally, and any reports, data tables, extracts,
notes, analyses, compilations, studies, reproductions or copies.

Services
Services set out in the attached Schedule A and which are provided by SERVICE PROVIDER to
ORGANIZATION.

4. ORGANIZATION Ownership and Control of Information

4.1

4.2

4.3

SERVICE PROVIDER acknowledges and agrees that all Service Information made available to
SERVICE PROVIDER is the property and under the control ORGANIZATION and shall remain the sole
property of ORGANIZATION.

SERVICE PROVIDER acknowledges and agrees that the Service Information is being disclosed to
SERVICE PROVIDER strictly on a Service basis and under a relationship of utmost confidence and
trust.

SERVICE PROVIDER and ORGANIZATION agree that the collection, use, disclosure, security, storage
and disposal of Service Information and all other information exchanged between ORGANIZATION
and SERVICE PROVIDER pursuant to this Agreement is subject to privacy legislation and other
territorial or federal laws applicable to ORGANIZATION.

5. Business Reasons for Collection, Use, Disclosure, and Correction of Information

5.1

5.2

SERVICE PROVIDER shall limit its collection, use, and disclosure, and correction of Service
Information that is required to complete the Services. A description of the Service Information that
may be required by SERVICE PROVIDER and the business reason for collecting, using, disclosing,
and correcting this information is included in Schedule A of this Agreement.

SERVICE PROVIDER shall not sell Service Information, for any purpose or under any circumstances.

6. Right of Access and Correction of Information



6.1

SERVICE PROVIDER shall notify ORGANIZATION immediately of a request by an individual or
organization for access to or correction of Service Information and shall not disclose or attempt to
correct Service Information in response to such requests unless specifically instructed by
ORGANIZATION to provide access or to correct the information.

7. Compliance with ORGANIZATION Privacy and Security Policy

7.1

7.2

7.3

SERVICE PROVIDER shall comply with all ORGANIZATION Policies. ORGANIZATION shall provide to
SERVICE PROVIDER a copy of all ORGANIZATION Policies to which SERVICE PROVIDER must
comply including, but not limited to, ORGANIZATION policies relating to the following:

a) collection, use, and disclosure of ORGANIZATION personal and general information
b) right of access and correction of ORGANIZATION personal and general information
c) Privacy Impact Assessments and information security reviews of ORGANIZATION

information and third party handling systems and procedures

d) technical and physical protection of ORGANIZATION information and resources, including:
i) information storage and handling
i) user access management
iii) system audit controls
iv) network security
V) equipment and media security
vi) information classification, retention, and destruction
vii) systems backup and recovery
viii) information exchange and electronic mail
ix) personnel security and screening
X) information security training of personnel
Xi) privacy breach response procedures

By executing this Agreement, SERVICE PROVIDER acknowledges awareness and understanding of
ORGANIZATION Policies. ORGANIZATION shall have the right to amend ORGANIZATION Policies at
any time and SERVICE PROVIDER shall comply with such amended ORGANIZATION Policies
immediately upon being provided with notice of the amendment.

Notwithstanding the requirements in 8.1 and 8.2, ORGANIZATION may instead choose to accept all
or part of relevant policies and processes of the SERVICE PROVIDER that relate to the privacy and
security of services and information described in Schedule A. To meet this requirement, SERVICE
PROVIDER must identify and provide copies of SERVICE PROVIDER’s policies and/or processes
relevant to any of the privacy and security areas listed in 8.2 for review and approval by
ORGANIZATION. For any SERVICE PROVIDER policies or process that are not received or approved
by ORGANIZATION or do not adequately address the privacy and security areas listed in 8.2, 8.1 and
8.2 shall apply.

8. Information Security Measures

8.1

SERVICE PROVIDER shall use its best efforts to implement all Information Security Measures
required to comply with this Agreement. If and when ORGANIZATION believes, acting reasonably,



that SERVICE PROVIDER’s and/or Representative's information security measures are deficient and
represent an undue risk to the security of the Service Information or other ORGANIZATION
information, ORGANIZATION may make a request in writing for SERVICE PROVIDER to change,
modify, or add to such measures. Within five (5) days of receipt of this request, SERVICE PROVIDER,
at its own expense, shall change or modify its Information Security Measures to comply with this
request.

9. Access to information

9.1

SERVICE PROVIDER will ensure that its personnel are restricted and monitored to ensure that they
access the least amount of Service Information required to complete the services for which they are
directly responsible.

10. Information Security Breaches

10.1

SERVICE PROVIDER shall notify ORGANIZATION immediately of any breach of information security
affecting the service information, including unauthorized disclosure, use, destruction, loss, removal,
modification, or interruption in the availability of service information, whether accidental or as the
result of a deliberate act. ORGANIZATION will direct and conduct the breach investigation and will
have access to any of SERVICE PROVIDER’s and/or its Representative's information systems,
equipment, facilities, and personnel affecting the Service Information and relevant records required
to complete the breach investigation.

11. Reproduction, Return or Destruction of Service Information

11.1

SERVICE PROVIDER and its respective Representatives shall not copy or otherwise reproduce any of
the Service Information or part of any of the Service Information, or any reports, extracts, notes,
memoranda or other records in respect thereof, without the prior written instruction of
ORGANIZATION.

At any time upon the written request of ORGANIZATION, or at the termination of this contract,
SERVICE PROVIDER shall immediately return to ORGANIZATION or shall have destroyed any and all
Service Information and shall not retain any copies or other reproductions thereof. All Service
Information returned by SERVICE PROVIDER or the Representative to ORGANIZATION must bein a
format thatis readable and usable by ORGANIZATION. Furthermore, SERVICE PROVIDER shall,
upon request, provide written confirmation to ORGANIZATION that the terms and conditions of this
section have been complied with.

SERVICE PROVIDER shall not be entitled to, and hereby waives any and all right to, withhold any
Service Information from ORGANIZATION to enforce any alleged payment obligation or in connection
with any dispute relating to the terms of the Agreement or any other matter between ORGANIZATION
and the Service Provider.

12. Compliance by Representatives

12.1

SERVICE PROVIDER may disclose Service Information to a Representative of SERVICE PROVIDER
who has a need to know the Service Information according to the business reasons in Schedule A.
SERVICE PROVIDER will implement personnel security and screening for its Representatives to a
standard equal to or exceeding those policies and standards in place for ORGANIZATION
employees. SERVICE PROVIDER shall, before disclosing any Service Information to any
Representative, use its best efforts to ensure that the terms and conditions of this Agreement are
and will be fully complied with by any such Representative, including obtaining an agreement in



12.2

writing of such Representative that he will keep such Confidential Information in strict confidence
and that he shall be bound by all terms and conditions of this Agreement.

At the request of ORGANIZATION, SERVICE PROVIDER agrees to provide ORGANIZATION with a list
of all Representatives to whom Service Information has been provided and evidence that the
Representatives have agreed to be bound by the terms and conditions of this Agreement. SERVICE
PROVIDER agrees that it shall be liable and responsible for any breach of this Agreement by their
respective Representatives.

13. Inspection without Notice

13.1

ORGANIZATION at its discretion shall have the right to make inspections, without notice, of SERVICE
PROVIDER’s and/or its Representative's information systems, equipment, facilities, affecting the
Service Information and relevant records to ensure appropriate technical, administrative, and
physical security measures are being taken to protect the Service Information or other
ORGANIZATION information in compliance with this agreement.

14. Termination of Access to Service Information

141

Except where there is a statutory or legal compulsion to disclose the Service Information, SERVICE
PROVIDER agrees that ORGANIZATION is not obligated to provide SERVICE PROVIDER and/or its
Representatives with any Service Information. ORGANIZATION shall have the right to cease providing
Service Information to SERVICE PROVIDER and/or its Representatives at any time and for any
reason.

15. Legal Obligation to Disclose

15.1

If SERVICE PROVIDER or its Representative is or becomes legally compelled, by subpoena, warrant,
court order, statutory requests, or other legal process to disclose any of the Service Information,
SERVICE PROVIDER shall provide ORGANIZATION with immediate written notice of this compulsion
to allow ORGANIZATION to seek a protective order or other appropriate remedy. If such protective
order or remedy is not obtained, SERVICE PROVIDER or the Representative shall:

a) provide only that part of the Service Information which is legally required;

b) use its best efforts to assure that the Service Information will remain secure and
confidential; and,

c) immediately provide ORGANIZATION with copies of the request for the Service Information
and all Service Information that was disclosed.

16. Indemnity

16.1

SERVICE PROVIDER hereby indemnifies and saves harmless ORGANIZATION and their respective
directors, officers, agents, and employees (collectively, the “Indemnified Parties”) from and against
any and all penalties, fines, liabilities, damages, cost, expenses, causes of action, actions, claims,
suits and judgments that the Indemnified Parties may incur or suffer or be put to by reason of or in
connection with or arising from any breach of this Agreement or the Act by the SERVICE PROVIDER,
its employees or agents.



17. Relationship to other Agreements

17.1 This Agreement is supplementary and in addition to the Contract and any other contractual
obligations that may exist between SERVICE PROVIDER and ORGANIZATION, and may only be
amended by written agreement executed by the parties.

IN WITNESS WHEREOF the parties hereto have executed this agreement on [date].

ORGANIZATION SERVICE PROVIDER

Signature Signature

Please print name Please print name



SCHEDULE A

PERSONAL INFORMATION ACTIVITY
*
SERVICES/PURPOSE SERVICE INFORMATION (Y/N)

Collectio | Indirect Use Disclosu
n re

*For each of the Services/Purposes listed, confirm whether the service provider will be performing any of the
following activities with personal information of the organization:

Collection: receiving/creating new personal information
Indirect: collection of personalinformation from a source other than the subject individuals
Use: viewing/using/sharing personal information already collected within the organization

Disclosure: disclosing/sharing personal information already collected with parties outside of the
organization




Schedule F to Policy 4.4.3 — Privacy Breach Response Procedures Table

Severity Criteria Time from

Detection

‘ Class ‘ Breach Characteristics (if any apply)

Response

Responsibility

| Internal and external 2 hrs. Step 1: Report to Manager, ATl Coordinator Employee or Service
C Internal Provider
C Subject individuals not known to 24 hrs. Step 2: ATI Coordinator, Employee
unauthorized recipient 1) Confirm breach status or Service Provider, IT, HR
C Cause of breach was unintentional 2) Contain breach/retrieve information
3) IT incident, inform IT leadership
4) Confirm requirement for notifications to OIPC, GoA, and
subject individual(s)
Step 3: If required: ATI Coordinator
1 1) Notify OIPC, GoA
Low 2) Notify subject individual(s)
20 days Step 4: Investigate ATI Coordinator
Investigative report to:
1) Leadership
2) IT, if applicable
3) HR, if applicable
TBD Step 5: Remediation and Prevention ATI Coordinator, Employee
or Service Provider,
Leadership IT, HR
C External 1hr. Step 1: Report to Manager, ATl Coordinator Employee or Service
C Subject individuals likely known to Provider
unauthorized recipient 3 hrs. Step 2: ATI Coordinator,
Cause of breach intentional 1) Confirm breach Leadership, Employee or
2 C Internal 2) Contain breach/retrieve information Service Provider, IT, HR
High R 3) IT incident, inform IT leadership
4) Inform Leadership, Communications
5) Inform Police on potential criminal or public safety concerns
6) Inform HR, if applicable
24 hrs. Step 3: ATI Coordinator




Level

\ Severity Criteria

‘ Class ‘ Breach Characteristics (if any apply)

Time from
Detection

Response

1) Notify OIPC, GoA
2) Notify subject individual(s)

Responsibility

7 days Step 4: Investigate ATI Coordinator
Investigative report to:
1) Leadership, Communications
2) IT, if applicable
3) HR, if applicable
4) Police, if required
5) OIPC, if required
6) Subject individual(s) on basic findings (not full report)

TBD Step 5: Remediation and Prevention ATI Coordinator, Employee

or Service Provider,
Leadership IT, HR
R External Immediatel | Step 1: Report to Manager, ATl Coordinator Employee or Service

y Provider

1hr. Step 2: ATI Coordinator,
1) Confirm breach Leadership, Employee or
2) Contain breach/retrieve information Service Provider, IT, HR

3 3) Inform Leadership, Communications
4) IT Breach, inform IT leadership
Critical 5) Inform Police on potential criminal or public safety concerns

6) Inform HR, if applicable
7) Inform high risk subject individual(s)

1 hr. Step 3: ATI Coordinator

1) Notify, consult with OIPC on response
2) Notify remaining subject individual(s)




Level

\ Severity Criteria Time from

‘ Class ‘ Breach Characteristics (if any apply) petection

3 days

Response

Step 4: Investigate/cooperate with Police and OIPC
Investigative report to:

1) Leadership, Communications

2) OIPC, if required

3) Police, if required

4) IT, if applicable

5) HR, if applicable

6) Subject individual(s) on basic findings (not full report)

Responsibility

ATI Coordinator

TBD

Step 5: Remediation and Prevention

ATI Coordinator, Employee
or Service Provider,
Leadership IT, HR




Schedule G to Policy 4.4.3 — Privacy Breach Response Form

Privacy Breach Response

Breach #

1. IDENTIFCATION AND REPORTING

Breach began: / / Time: AM/PM
MM / DD / YYYY

Breach ended: / / Time: AM/PM
MM / DD / YYYY

Breach discovered: / / Time: AM/PM
MM / DD / YYYY

Breach reported: / / Time: AM/PM
MM / DD / YYYY

Reported by:
Name: Position/Role:
Contact information:

Summary of breach as reported

2. CONFIRMATION, CONTAINMENT

Breach Level: Breach location:

115



Applicable Class and Breach Characteristics:

Potential Harm:

I Physical harm to a person

0 Humiliation or damage to reputation

I Financial

O ID theft, fraud

*identification of any of the above harms indicates a real risk of significant harm, requiring
notification to the individual, the OIPC and the Ministry.

Other:

Additional information about breach:

Content and volume of personal information breached:

Recipient name(s) and contact information:

Containment actions and dates:

O Contained: / / Time: AM/PM
MM / DD [/ YYYY
O Not contained

3. NOTIFICATIONS

Who has been informed of the incident?
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[0 Information and Privacy Commissioner informed: / /
MM / DD [/ YYYY

Consultation decision:
Date: / /
MM / DD [/ YYYY

[0 Information and Privacy Commissioner not informed

Notification actions and dates:

I Notifications completed: / /
MM / DD / YYYY
[0 No notifications or incomplete actions:

4. INVESTIGATION

Investigative actions and dates:

Date Individuals consulted/investigated and contact Role (subject, perpetrator, expert,
information witness)
Date Documents/Data Consulted
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5. REPORT AND FOLLOW-UP

Findings:

Recommendations:
Remediation:

Prevention:

Report distribution:

MM / DD / YYYY

MM / DD /[ YYYY

MM / DD /[ YYYY

MM / DD /[ YYYY

MM / DD / YYYY

Follow up actions planned or executed

MM / DD / YYYY

MM / DD / YYYY

MM / DD / YYYY
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6. APPROVALS AND AUTHORIZATIONS
Name and signature of Investigator

/

/

MM /

DD / YYYY

Date: / /
MM / DD / YYYY
Name and signature of applicable Leadership
Date: / /
MM / DD / YYYY
Date: / /
MM / DD / YYYY
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Schedule H to Policy 4.4.3 — Complaint Submission Form

WH EATLAND

COUNTY

\j

Privacy and Access Complaint Submission Form

PART A — COMPLAINT DESCRIPTION AND SUBMISSION

Please fill out the sections of the form below and return your completed form to the Privacy and Access
Office of Wheatland County by [EMAIL] or [ADDRESS]. The Privacy and Access Office will acknowledge
receipt of your submission and provide an estimated date of response in that acknowledgement.

Name

Date

Preferred Contact Method (Email or Phone Number)

Is your complaint regarding an access to information (ATIA) request?

0 No
I Yes, please provide ATIA request number

Please describe your complaint below. Include as much information as possible regarding
the nature of your complaint. You may attach records to submit with this form if needed.

Are you attaching any additional records with your form
submission?

O No
O Yes
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Privacy and Access Complaint Submission Form

PART B — WHEATLAND COUNTY INTAKE

TO BE FILLED OUT BY THE PRIVACY AND ACCESS OFFICE

Date Received Wheatland County File Number

Estimated date of response provided to

Date Acknowledgement Sent to Complainant Complainant
(30 business days from date received)

Complaint under ATIA or POPA Investigation Required?
0 POPA O No
O ATIA O Yes

Additional Information (ex. associated OIPC file number, other internal Wheatland County
references)
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Schedule | to Policy 4.4.3 — Complaint Response Letter

WH EATLAND

COUNTY

[DATE]
[INAME]
[ADDRESS]

Dear [NAME]:

RE: [FILE NUMBER] [COMPLAINT TITLE]

This is to formally confirm our response to the above request submitted to us on [DATE COMPLAINT
RECEIVED].

Your request was for the following information:
“[COMPLAINT SUBMITTED].”
e [LIST ANY DOCUMENTS RECEIVED WITH THE COMPLAINT].

We have reviewed the circumstances relevant to your request and have arrived at the following
outcome:

[FINDINGS AND/OR STATEMENT OF JUSTIFICATION].

Our office is available to answer questions or provide some explanations once you have had a chance to
review the material. Please contact me directly using the contact information contained at the end of
this letter.

Under Part 3 of ATIA and Part 6 of POPA, you have a right to request a review of our response to your
requests to the Office of the Information and Privacy Commissioner (OIPC) within 60 days of the receipt
of this letter. You can submit a request for review by following the guidelines on the OIPC website at
https://oipc.ab.ca/request-a-review-file-a-complaint/

The following is contact information for OIPC that will be helpful in making a request for review:
Office Hours

8:15 a.m. - 4:30 p.m. (Monday to Friday)
Closed during lunch hours and statutory holidays.
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https://oipc.ab.ca/request-a-review-file-a-complaint/

Phone and Email

Toll-Free: 1-888-878-4044
Edmonton office: (780) 422-6860
Calgary office: (403) 297-2728
Email: generalinfo@oipc.ab.ca

Mailing Addresses

Office of the Information and Privacy Commissioner (Edmonton)
#410, 9925 - 109 Street NW

Edmonton, AB T5K 2J8

Office of the Information and Privacy Commissioner (Calgary)
Suite 2460, 801 6 Avenue SW

Calgary, AB  T2P 3W2

Sincerely,
[NAME]
ATI Coordinator, Wheatland County

[OFFICE ADDRESS]
[PHONE NUMBER]
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